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	Description
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[bookmark: _Toc113958324]Background
Since 2018 Ofgem has hoped that Half-Hourly Settlement (HHS) on a market-wide basis would be introduced into the UK electricity market. A cross-industry Design Working Group (DWG) was established to understand the feasibility of HHS and how it could be delivered. The DWG produced a Target Operating Model (TOM) that outlines the new ways of working to deliver HHS into the market (Reference Target Operating Model for Market-wide Half Hourly Settlement). 
In conjunction with the DWG, and Architectural Working Group (AWG) was established to propose an IT architecture that could support the business process outlined in the TOM. The AWG recommendation was that an Event-Driven Architecture (EDA) be implemented (Reference MHHS AWG Recommendation). Hence, a new message orientated/event-driven middleware component is required – the Data Integration Platform (DIP) - to support the flow of events/messages between industry participants proposed by the EDA. 
· See Appendix C - MHHS AWG Principles for Security and Data Architecture for further information.
The MHHS Programme was set up to continue the preparatory work undertaken by the DWG & AWG, refine the TOM further, and then oversee its delivery into the industry. 
[bookmark: _Hlk515391906]Consequently, the information relied upon in this document was necessarily conceptual and focused on alignment with Good Industry Practice. Therefore, this document needs to be read in conjunction with the End to End security requirements which provides a detailed listing of all security requirements.

[bookmark: _Toc113958325]Introduction
The End to End Security Architecture document is one of the security artefacts developed to address the security strategies, constraints and risk management activities faced by the Market-wide Half-Hourly Programme (MHHS). Drawing on Good Industry Practice, the document was developed to identify the security architecture of the new Data Integration Platform (referred to as the DIP). The security architecture document will build upon the conclusions of:
a) AWG recommendations (Architecture, Alignment to SPaR and NSCC CAF & Cloud Principles)
b) End to End security requirements document.
The security requirements are fully defined in the MHHS DES004 – End to End Security Requirements document, an embedded word document.  
The End to End Security Architecture has been described in a way that could:
· Inform the creation of procurement documentation; and 
· Enable the development of the security services required to secure connectivity from the Market Participants, the DIP itself and the service provider of security services. 

[bookmark: _Toc113958326]Data Integration Platform (DIP)
Market-wide Half Hourly Settlement (MHHS) is a new market model that delivers both settlement period (SP) meter readings from smart meters and derives SP level data from meters where register readings (RR) can be accessed. 
The MMHS DIP covers the “Meter to Bank” process for all Supplier Volume Allocation (SVA) Settlement Meters – i.e. all Settlement Meters connected to distribution networks. This includes: 
· Meter Registration - the recording of information pertinent to Settlement Metering Systems; 
· Meter Operations - fitting and maintaining Settlement Meters; 
· Data Retrieval - getting information from Settlement Meters; 
· Data Processing – validating and estimating Settlement Meter data; 
· Data Aggregation - summing Settlement Meter data to required granularity; and 
· Volume Allocation – allocating Meter volumes to Trading Parties that are signatories to the BSC. 
Figure 1 represents a logical overview of how the DIP will look; a full description of the DIP is found in the MHHS DES001 – Functional Specification.


Figure 1 – Logical overview of the DIP

A service orientated view of the DIP is presented below in figure 2:



Figure 2 - Service Orientated View of the DIP

Figure 3 (below) represents a logical overview of how connectivity to the DIP could look, with MHHS PKI Certificate services provided by the DIP service provider.
[image: ]
Figure 3 - Logical overview of the DIP connectivity.

[bookmark: _Toc113958327]Security Architecture Goals
The end to end security architecture aims to protect the DIP and Market participants ensuring confidentiality, integrity, and availability of the DIP is protected commensurate with the needs, information value, and associated threats.
Data protection must begin with the creation of information, with a particular focus on defining and documenting protection levels and access control decisions. Protection must be assured throughout the life cycle of the data: creation, modification, storage, transport, and destruction. We can no longer rely simply on transport mechanisms/link encryption to provide our end-to-end protection. Information (e.g., data, metadata) will routinely flow in and out of the DIP through numerous access points (See figure 1 – Logical overview of the DIP and Appendix A Business flows). This separation of information from systems requires that the information must receive adequate protection, regardless of location. A critical factor in ensuring adequate protection for all data is the responsive updating and application of policy and guidance to address the latest changes in technologies while defending against the latest new and developing threats. 
Equally important is the necessity to ensure that the policies and guidance provide sufficient flexibility to allow their adaptation across the DIP. In addition, achieving the goal of trusted data everywhere within the DIP requires partnerships and combined efforts with other components of the security community (i.e., Market Participant, service providers and third parties) to provide an integrated adaptive systems security posture. Cyber security policies define the requirements and procedures required to achieve the DIP's Cyber Security goals effectively.


[bookmark: _Toc94892684][bookmark: _Toc113958328]Software Development
Establish responsibility for security activities and expectations for behaviour, and set mandatory expectations related to software security.
[bookmark: _Toc94892685][bookmark: _Toc113958329]Define the key security policies
1. Software security. Build security into product requirements, implementation, procurement, deployment, and operations: 
· Secure SDLC. Use is not optional. 
· Application risk ranking. Identify where the most significant technical risk lies. 
· Application design. Define security controls to be built into the DIP based on this document and the detailed security requirements. 
· Application development. Require specific technology stacks and mandatory coding standards. Adhere to software secure-by-design principles such as OWASP / Microsoft SDL. 
· Application testing. defined schedules and testing intervals for: 
· Static and dynamic code evaluation.
· White box / black box testing 
· Defect severity and remediation. Establish rules for setting bug and flaw severities and timelines for fixing coding bugs and design flaws. 
2. Network security. Determine protocols and authorisation levels to help define the DIP security. 
3. Data security. Identify and classify sensitive data (MPaN, PII, Consumption data) apply the correct security features based on the data privacy classifications aligned to SPaR.
4. Virtual infrastructure security. Govern access control to secure the virtual infrastructure of the DIP. 
5. Disaster recovery. Determine steps to take in the event of an attack, including reporting, recording, and resolution for attacks against applications.

[bookmark: _Toc94892686][bookmark: _Toc113958330]Software development lifecycle
Establish responsibility for security activities and expectations for behaviour, and set mandatory expectations related to software security.
The code developed for the DIP will be developed using secure coding standards (OWASP, CREST) and static code scanning tools (SAST) and software composition analysis (SCA) to understand better the impact of code on risks related to security.  

All software development (application and cloud infrastructure) should follow a recognised software development lifecycle such as OWASP / Microsoft SDL.
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Figure 4 – SDLC

[bookmark: _Toc113958331]SDLC phases:
· Planning and requirements
· Architecture and design
· Test planning
· Coding
· Testing and results
· Release and maintenance.

[bookmark: _Toc94892687][bookmark: _Toc113958332]Advantages of a secure SDLC approach:
· Software is more secure, as security is a constant and ongoing concern.
· All stakeholders are aware of security considerations.
· Early detection of design flaws before they are coded into existence.
· Cost reduction, thanks to early detection and resolution of defects.
· Risk reduction of business risks.

[bookmark: _Toc94892669][bookmark: _Toc113958333]End to End Security Architecture 
Security is never static; it is ever-changing. 
Needs and requirements change, the threat landscape develops, and the risk appetite evolves, all of which can affect the security and privacy of the DIP. Building a secure and trustworthy service for the Market Participants has dependencies on all layers:
· secure application development (Section 5)
· secure device standards (Section 6)
· secure deployment and operation. (Section 7)
Relying only on traditional prevent-and-detect perimeter defences and rule-based security, such as antivirus and firewalls, becomes less effective when the DIP’s primary communications with Market participants is via APIs. 
Continuous monitoring of the DIP and its behaviour is the only way to detect threats before it is too late reliably. 
The DIP system spans from the Market Participants via different network interfaces (APIs, Webhooks) to the cloud that hosts the platform and the service consumed by Market Participants. Each element of the chain must be considered when defining the E2E security architecture.
Security is driven by risk and continuous risk management. For the DIP it also has to do with building trust in the cloud infrastructure platform (anchors of trust) and deployment and operations. A risk-driven, adaptive security management approach with automation that can enhance security visibility into the DIP will be increasingly needed. 
Security automation will play a critical role in ensuring continuous security compliance, threat detection and response. Security automation offers the capability to scale security functions easily and swiftly react to new risks. It will enable the DIP to be constantly protected by adapting the security posture to the evolving risk landscape (Hacktivists, insider threats, nation-state attacks, DDoS, Ransomware etc.)
All security services and tools used to secure the DIP must be standalone and transferrable along with the supporting artefacts, documentation, policies, standards and intelligence built into the solution. 
Traditional security architecture, adaptive security architecture and cyber mesh architectures are all candidates for the DIP. 
Table 1 below provides an overview of the applicability of the differing options.

	Security Architecture
	Pros
	Cons
	Outcome

	Traditional
	Well established toolsets.
	Cannot meet the changing needs of the DIP, Point solutions are resource-intensive to manage.
	Least favourable option

	Adaptive
	Meets the changing needs of today’s cyber threats. Provides for greater automation, less dependent on human resources and expertise.
	More costly than traditional security architectures to set up.
	Preferred option

	Mesh
	A modern approach to a security architecture that caters for distributed enterprises.
	Leading-edge, Cost, designed for more complex environments.
	Gold plated solution.


[bookmark: _Toc94892670]
Table 1 – Security architecture

[bookmark: _Toc113958334]Adaptive security architecture
An “Adaptive security architecture” is the preferred approach for the DIP. 
The adaptive security architecture must leverage advanced security analytics and machine learning to provide a threat, risk and data security management. Therefore, the security solution chosen must take charge of the overall security, privacy policies, and compliance of the DIP by establishing managed identities and enforcing policies and security patterns (guardrails). Gartner’s 'four stages of adaptive security architecture is illustrated in Figure 4 below.


Figure 5 - ‘four stages of an adaptive security architecture’

The adaptive security architecture requires a comprehensive security and identity management solution that is able to manage and orchestrate the DIP components both horizontally (from device to service and service to user) and vertically (from cloud resources to application). In addition to this, the ability to address both security and identity from the Market participants to the DIP and all the way across the complete service life cycle will also be essential. 

Figure 2 illustrates an adaptive approach to ‘security and identity management and highlights three key aspects: 
1. security and identity management
2. security and identity functions
3. trust anchoring.
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Figure 6 - E2E adaptive approach to security and identity management

[bookmark: _Toc94892671][bookmark: _Toc113958335]Actors and trust
[bookmark: _Toc113958336]Actors.
In order to service the industry business flows (messaging services), the Market Participants, the DIP Service Provider and the devices used to deliver those services are all required to work collectively and securely. 
In the adaptive security architecture, the Market Participants, the DIP Service Provider and the devices used to deliver the services are defined as ‘actors’ in this document; these actors all affect trust. Figure 3 (Below) illustrates the main and supporting actors and their trust relationships within the DIP.




Figure 7 - Actors and Trust relationship


The three main actors in the DIP solution are;
1. Market participants (Publisher  Subscriber)
2. DIP Service Provider
3. Devices that enable the provision of the DIP service. 
The supporting actors are;
1. The DIP Service Provider, whose role it is to provide the DIP application and cloud infrastructure (Azure, AWS, GCP etc.) 
2. Connectivity to and from the Market participants and any DIP connection providers (third parties). 

[bookmark: _Toc113958337]Trust
The trustworthiness of services and ‘service users’ depends on how the actors (main and supporting) govern identities and data, security and privacy, and the degree to which they comply with the DIP’s policies and any regulatory requirements. Combining the security and identity functions is essential for defining the trust level. 
An E2E approach is therefore essential to ensure trust among all actors in the DIP. Figure 4 illustrates a view of how security can be managed and deployed in an E2E manner throughout the DIP to monitor and protect system resources and assets. The architecture consists of an E2E security and identity management layer, security domains (device and gateway, access and networks, application and cloud infrastructure), specific management layers, and security and identity functions in each security domain component. Figure 8 below illustrates an E2E approach to security and identity management for the DIP.
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[bookmark: _Toc94892672]Figure 8 - E2E approach to security and identity management for the DIP.

[bookmark: _Toc113958338]Domain security
Domains are built on trusted cloud resources and software. They include security and privacy functions to handle identity and access management, data protection, network security, logging, key and certificate management, and cloud infrastructure security. 
Centralised management of security and identity functions within domains ensures that security and identities are properly managed, configured and monitored within the domain. Vulnerability and security baseline management also occur at the domain management layer. 

[bookmark: _Toc94892673][bookmark: _Toc113958339]Navigating domain security
Horizontal 
Inter-domain security is required at two levels: connectivity and application. 
1. Depending on connectivity type, security controls such as mutual authentication and encryption of data in transit are provided at the connectivity level. 
2. On top of connectivity, security is provided at the application level from Market Participants to the DIP, based on identification and access management functions and application security policies. 
· The Application level security can be independent of or dependent on (federated with) the connectivity level security. 
· Additional application-level encryption will not be implemented at this time.

Vertical 
Intra domain security functions define Cloud infrastructure to applications and can be used in every domain to provide the necessary 'root of trust', thus ensuring the integrity of the domain. For example:
· Microsoft Trusted launch for Azure is available to provide ‘root of trust in the cloud.
· AWS NitroTPM, a Trusted Platform Module (TPM) 2.0 and Unified Extensible Firmware Interface (UEFI) Secure Boot support, can provide the root of trust in the cloud.
· The Cloud provider services (Azure, AWS, GCP) are accepted as the root of trust.

[bookmark: _Toc94892674][bookmark: _Toc113958340]Domain Communications (internal / external)
In order to maximise interoperability, interfaces and security functions should be designed to embrace open standards as much as possible. (Standards such as OIDC, SCIM, TLS, https etc.) 
Standard security patterns (guardrails) define the (allowed) Ports and protocols supporting ALL;
· External communications.
· Internal communications 
· Cross-Domain communications
· Inter-Domain communications.

[bookmark: _Toc94892675][bookmark: _Toc113958341]Domain Security functions
Security functions are deployed at the domain level based on standard security patterns (guardrails), which in turn define the security controls to be applied at a device and communications level. 
· Security functions comprise standard security patterns (guardrails) and policies - baseline security configuration.
· Devices residing in a domain must inherit the baseline security configurations for that domain.
All security configuration settings must be deployed as code such as ‘Terraform’ or configuration settings that are applied via policies held centrally in the cloud.
Changes to agreed security patterns (guardrails) and policies can potentially affect the integrity of the domain model or, in extreme cases, the entire security of the DIP. Therefore all requests for exceptions to security functions of a domain must be subject to a risk assessment and any required security testing (Penetration testing) undertaken.

[bookmark: _Toc94892676][bookmark: _Toc113958342]Asset management
Domain level security management requires an accurate asset inventory, including all the assets that must be protected in the domain (Cloud resources and software). 
Automating asset discovery and continuous monitoring is essential to keep the asset inventory updated. 

[bookmark: _Toc113958343]Vulnerability, threat and risk management
Vulnerability information must be correlated with the asset inventory to monitor and remediate assets' vulnerabilities. 
Rapid detection of attacks is crucial. Security monitoring and analytics functionalities must have the ability to analyse logs, events and data from the domain components combined with external data about threats and vulnerabilities. 
Machine learning technology makes it possible to learn from and make predictions based on data. 
· Coupling a machine learning analytics engine (UEBA or XDR, for example) with central threat intelligence improves the detection of zero-day attacks and reduces the response time for known threats.
On top of a monitoring and analytics engine, solutions relating to vulnerability, threat and risk management, along with security policy and orchestration components, are also required to automate security controls and maintain them at desired levels in a changing threat landscape. 
Combining the information feeds for vulnerability, threat and risk management results in timely and accurate information for evaluating potential risks and helps direct efforts to protect the most exposed critical assets. 

[bookmark: _Toc94892677][bookmark: _Toc113958344]Identity and access management 
[bookmark: _Toc94892678][bookmark: _Toc113958345]Identity management
The main purpose of identity management is to manage the life cycle of identities and provide identification, authentication and access control services for identities. Various identities serve different purposes in the DIP, but the main ones are for device and user identification. Other accounts may be used for the management of devices, functions and services. Identifiers and keys are also used to sign and encrypt data, including software and firmware. 
These different device identities are needed to identify the devices for connectivity within the ‘access and network’ domains and to identify device applications in the DIP ‘application and cloud infrastructure domain.
· The level of trust in the device identity depends on the strength of authentication both at the connectivity and application layers. 
· Strong authentication and follow-up of the device integrity are needed for the device identity to be trusted.

Device identity
A device may have different identifiers depending on where it is in its life cycle. Life cycle management of device identities is part of the security management layer. 
· The DIP system must authenticate the device, and newly given identifiers and credentials (bootstrap process) will be used for connectivity and application accesses. 
· Connectivity identities are dependent on the connectivity type and have different life cycle management processes. 

User identity
The user identities are needed to identify the users of the services within the application and cloud infrastructure domain. There may be several different ways to verify (authenticate) the user identities, such as single or multi-factor authentication, federated authentication, or authentication tokens. Each of these provides a certain level of authentication strength. Any identity and access management solution must be able to cooperate with and adapt to external identity and access management systems. 


[bookmark: _Toc94892679][bookmark: _Toc113958346]Access control
On top of identification and authentication, users must also have access controlled so that only the permitted services are authorised. 
Access controls are also applied to administrative functions performed by privileged users. They allow the configuration of privileges based on an administrative role and enable administrative functions without providing access to the actual data. Access can also be maintained on tables and schemas, providing further segregation of administrative duties. In addition, the identity and access management component provides the capability to manage and track administrative user access by issuing one-time passwords for administrative access. 
Access control is applied at other layers of the architecture as well. When end users attempt to access data, their requests pass through several components that perform authentication and/or authorisation. For instance, the API gateway intercepts message requests in the network DMZ, handles user authentication, and supports single sign-on (SSO). 
Applications, processes, and services may be configured to accept SSO tokens or require their own form of authentication.
The chosen identity and access management solution must also support.
· Privileged identity / privileged access management
· ‘Just in time’ access
· Role-Based Access Controls (RBAC)
· Least privilege

[bookmark: _Toc94892680][bookmark: _Toc113958347]Security patterns (guardrails)
Drafter’s note: to be defined in the DIP design phase.

[bookmark: _Toc94892681][bookmark: _Toc113958348]Compliance monitoring
Having the security baseline configuration and compliance function at the domain level ensures the automated hardening of the protected assets and supports continuous compliance monitoring in the defined security baseline. 
· The solution must report on NIST, GDPR, ISO27001 and NCSC CAF compliance as a minimum.

[bookmark: _Toc113958349]GDPR compliance 
Data integrity, data confidentiality, accountability and privacy by design are all fundamental to protecting PII and consumption data. Such data can be protected via appropriate privacy controls. These controls include PII and consumption data and classification, personal data management and fair data processing practices. 
When actual PII / consumption data might be exposed, additional privacy-protective measures, such as data encryption and data anonymisation, will need to be applied. Dedicated privacy logging and audit trail functionality can be used to improve the ability to predict, detect and respond to privacy breaches more promptly and flexibly. 
· Such capabilities will be essential to respond to privacy breaches swiftly (within 72 hours, as prescribed by the GDPR). `
· Implementing GDPR compliance policies at the domain security layer makes it easier to meet GDPR requirements. The policies must provide identification and classification of PII and consumption data, enforcement of these privacy policies according to the GDPR, demonstration of compliance to the GDPR, and detection, response, and recovery from privacy incidents.
[bookmark: _Toc113958350]Data loss prevention
Data loss prevention tools should be configured to work with the security management and automation solution, as highlighted in section 6.9 GDPR compliance.

[bookmark: _Toc94892682][bookmark: _Toc113958351]Response / Incident management
A high degree of automation is necessary to ensure a swift response to any identified threats and anomalies. Since not all security breaches and attacks can be prevented, it is crucial to have an efficient security incident management process that ensures rapid response and recovery. Real-time insights and audit trails from tools such as security monitoring, analytics and log management help to find the root cause of an incident. The same information can also be used as evidence in digital forensic investigations.

[bookmark: _Toc94892683][bookmark: _Toc113958352]End to End Security management and automation solution
The E2E security management and automation solution must provide unified security management across the DIP with adaptive prevention, detection, response, and security policy-driven compliance. This approach helps automate security and privacy controls, maintain them at the desired level even in a changing threat landscape, and shorten the reaction time in response to potential breaches. 
The solution should provide real-time visibility of the security functions and patterns in order to remediate policy violations quickly and demonstrate compliance to GDPR, NCSC CAF and any custom MHHS security and privacy policies should they be required.
What the security management and automation solution must do:
· Evidence compliance to GDPR and the NCSC CAF. 
· Provide industry standards-based security and policy-driven protection, helping to automate and maintain security policy and functions at the domain level, even in a changing threat landscape. 
· Constantly monitor compliance of the security policies and functions, and provide threat and vulnerability detection to reduce the time from early detection to resolving potential incidents. 
· Turn Data collected from the security management solution into powerful security insights, identifying relevant threats and vulnerabilities.
The orchestration layer unites predict, prevent, detect and respond, and transforms security from an event-driven architecture to a risk-driven adaptive security architecture. Figure 9 below illustrates a security management and automation solution.
[image: ]

Figure 9 - Security management and automation solution.

[bookmark: _Toc113958353]Deployment and operation of the security management solution.
[bookmark: _Toc93309976][bookmark: _Toc113958354]Provide cyber security services 
The DIP Service Provider shall ensure a Cyber Security Programme (CSP) provides services through several key elements that focus on information sharing, advice and assistance. These elements aim to develop an intelligent, proactive approach to mitigating the security threat to the DIP.
If advice and assistance are required to support any part of the security functions of the DIP, the DIP Service Provider shall be available to assist in a variety of activities, such as risk mitigation, threat identification, or incident recovery.
[image: ]
Figure 10 – Cyber security services

The DIP Service Provider shall ensure that the standards, patterns, policies and procedures provide sufficient flexibility to allow their adaptation across the DIP. In addition, achieving the goal of trusted data everywhere within the DIP requires partnerships and combined efforts with other components of the security community, Market Participants, service providers and any third parties to provide an integrated and adaptive systems security posture. Cyber security policies define the requirements and procedures required to effectively achieve the DIP's cyber-security goals.
1. Reduce the risk of loss, unauthorised disclosure, or unauthorised modification of the DIP, information assets and information systems. 
2. Provide policy and guidance adaptable to meet the needs of the DIP and Market Participants aligned with the current threats. 
3. Protect information by recognising and responding to threats, vulnerabilities, and deficiencies; ensuring that all systems and networks are capable of self-defence.
4. Establish and maintain a Cyber-Security Programme (CSP).
5. Document a System Security Plan (SSP) for each device.
6. Leverage research and development of advanced cyber security tools and capabilities within the energy industry. 
7. Implement a DIP-wide Cyber Security training, education, and awareness programme.
8. Promote understanding and acceptance of cyber security principles throughout the DIP.
9. Maintain a DIP-wide near-real-time cyber security operational picture.
10. Implement integrated DIP asset management capability.
11. Implement DIP-wide cyber security services.
12. Achieve ISO27001 accreditation.

1. Replace One-Time Security Gates with Context-Aware, Adaptive, and Programmable Security Platforms 
· Organisations need to replace the initial one-time, yes/no risk-based decision at the main gate to their systems (typically managed by a static authentication and authorisation process) with a continuous, real-time, adaptive risk and trust analysis of user anomalies with context-aware information across the platform. Context-aware security (also known as attribute-based access controls or ABAC) uses situational information, such as identity, geolocation, time of day, or endpoint device type.  
1. Continuously Discover, Monitor, Assess and Prioritise Risk — Proactively and Reactively
· Risks events are fluid and require constant identification, analysis, prioritisation, monitoring, and response after the initial login assessment. This should include a combination of proactive and reactive capabilities. For example, if a user attempts to download a large amount of sensitive data, you need the ability to detect and prevent this action if it is considered inappropriate. Again, the use of ABAC can provide organisations with preventative controls at the business process, transaction, and master data level.  

[bookmark: _Toc93309972][bookmark: _Toc113958355]Enable advanced cyber security capabilities 
Agility in the security policies, guidance, and practices must be a goal for every process in the DIP. Continuous improvement is mandated. 
The adaptive security approach places great importance on harvesting and prioritising ideas and the rapid development and deployment of concepts and capabilities to enable constant preparation, shaping, and execution of responses to the environment with tools such as;
· Security Orchestration, Automation and Response (SOAR), for example, Microsoft Sentinel or AWS Security hub.
· Advanced analytics and machine learning such as UEBA / XDR
The focus is to foster innovation and influence the planning and acquisition processes to further the cyber security posture and support the DIP as they may change.

[bookmark: _Toc93309973][bookmark: _Toc113958356]Develop a cyber-security empowered workforce 
People are the foundation of good security practices and are also the greatest resource in protecting its information and systems. Establishing a comprehensive training, education, and awareness programme helps ensure that personnel understand their roles and responsibilities in protecting the DIP and its information assets, in preparing them to react to today's and tomorrow's threats. In today’s increasingly more capable and hostile threat environment, every employee plays an important role. The difference between being a vulnerability and being an element of defence-in-depth security can be measured in the quality of training, education, and awareness of employees. 
Training, education, and awareness programmes also support the development of a professional workforce with the knowledge, skills, and abilities to prevent, deter, and respond to threats against the DIP’s assets. 
Cyber security training, education, and awareness programmes provide critical management and operational support to the DIP's overall Cyber Security posture.

[bookmark: _Toc93309974][bookmark: _Toc113958357]Improve cyber security situational awareness 
The complex and interdependent nature of the MHHS TOM and connectivity required to necessitate a shared cyber security awareness and understanding to enable effective operation. The DIP Service Provider requires sufficient visibility into the DIP’s resources to ensure the security protections applied are appropriate to protect, defend, and respond to threats. 
To meet this need, the DIP Service Provider and Market Participants must work to identify situational awareness requirements and build and deploy a performance measurement capability to fulfil these requirements. 

[bookmark: _Toc93309975][bookmark: _Toc113958358]Performance measurement: 
The DIP Service Provider shall ensure performance measurements provide a clear and consistent way to measure success and demonstrate results. It helps to maintain a high-level overview of the current security posture by defining repeatable metrics and critical success factors. It ensures regulative, policy, and guidance requirements are being met and provides a feedback mechanism to adjust the DIP's cyber security programme and implementation, as needed.



Figure 11 – Performance Measurement

· Data Collection – Process for collecting and reporting cyber security metric information to the DIP Service Provider shall with the continuous status of the DIP's cyber security programme. 
· Metrics Development – Process to develop and maintain the criteria for effective evaluation of the cyber security programme. 
· Compliance and Monitoring Reviews – Process employed by DIP Service Provider to review compliance with established policy and guidance. 
· Compliance Reporting – Establishes the process of delivering a standard set of reports that documents the DIP's current cyber security posture and status of its regulatory compliance milestones. 
· Maturity Measurement – Process for evaluating all elements of the DIP's cyber security programme to identify the overall maturity of the programme elements and areas for process improvements.
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[bookmark: _Toc113958359]Business Flows, Message Routing and Digital signing
Message Routing

Market participants will publish messages to the data integration platform (DIP) for onward routing to subscribers of those messages
· Table 3 below identifies which business flows require the message to be digitally signed or not, prior to forwarding to the DIP.

Digital Signing
Messages to be digitally signed.
The messages will be digitally signed, no encryption will be applied to the message:
· All data will be encrypted at the transport level using mTLS
· The Publisher digitally signs the message using private keys generated using the Certificate Signing Request (CSR) process with the DIP SP, which will be detailed in the MHHS PKI policy.
· The DIP verifies the message using the Publishers MHHS public key.
·  The MHHS DIP signs the message using its Private Key.
· The recipient verifies the message data using the public key of the MHHS DIP.

Market Participants will never interact with another Market Participant to exchange certificate(s) / keys. 
· All public certificates and keys will be managed individually between the MHHS DIP and the Market Participant.
· There will be NO shared keys using this pattern.

Drafter’s note: Table 3 below show examples of the business flows, the final business flows are TBD.

Business Flows
All messages contained within the business flows / interfaces will be digitally signed.

For an up to date list see MHHSP Interfaces Catalogue – IF_LIST tab










	 Digital signing
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								Non-Functional Requirements				The non-functional requirements are based on the characteristics described in the standard ISO-IEC 25010.

								** N.B. When adding a new requirement copy an exisiting row as this will retain the drop-down validation on the Category & Sub-Category columns **

		Change History
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		0.3		2/18/22		KG		Sent for review to SDWG

		0.3		2/18/22		KG		Updated post peer review

		0.5		3/3/22		KG		Added section 8.2.14

		0.6		3/24/22		KG		Updated to incorporate feedback from LDP and BSC Code

		1		3/25/22		KG		Set to version 1.0

		1.1		5/6/22		KG		Updated based on feedback from bidders

		1.2		5/10/22		KG		Updated based on feedback from bidders





NFRs

		Security Requirement		Reference		Category		Sub-Category		Title		Requirement Description		Applicable System or Service		WG Agreement		Abiding Architectural Principle		MoSCoW Rating [1]		Comments

		7.6		NFR0401		Security		Confidentiality		Information security classification scheme / Privacy Classification		The DIP Service Provider shall ensure that Data asset identification is implemented in accordance with an Information Classification Scheme		DIP						M

		7.7		NFR0402		Security		Confidentiality		GDPR		The DIP Service Provider shall ensure compliance with GDPR for personal data. The DIP Service Provider(s) contracts will define the GDPR contractual obligations. 

The service provider will be responsible for the role of Data Protection Office of the DIP and undertake a Data Protection Impact Basement (DPIA) and ensure they remain compliant with the role of Data Controller/Processor as identified in the DPIA for all identified PII, MPaN and consumption data for those systems which hold this data. The DIP Service Provider(s) contracts will define the GDPR contractual obligations.
		DIP						M

		7.7.1		NFR0403		Security		Integrity		Privacy Impact Assessment		The DIP Service Provider shall ensure that a Data Protection Privacy Impact Assessment must be carried out in order to assess privacy risks related to Personal Data		SM						M

		8.4		NFR0404		Security		Integrity		Information Security Management System		The DIP Service Provider shall develop, implement and maintain an Information Security Management System that demonstrates the approach to information security and privacy to address the threats around the DIPs information and related assets in order to achieve ISO27001.		SM						M

		8.1.1		NFR0405		Security		Accountability		Risk Assessment, Management		The service provider will follow a risk management philosophy composed of four distinct areas: 
(a) Assessment 
(b) Mitigation
(c) Evaluation 
(d) Continuous assessment 

Each area of the DIP Risk Management philosophy requires a cost-effective structured process for: 
(a) Identifying 
(b) Analysing; and 
(c) Reducing the potential impact of risk events 

The service provider shall ensure that all systems must be assured and any risk assessment activities must be completed prior to any system becoming operational.		SM						M

		8.1.2		NFR0406		Security		Accountability		Risk Management Process		The service provider will follow a Risk management philosophy that is applicable to all systems regardless of their stage in the system life cycle.

A uniform risk management process permits the service provider to: 
(a) Effectively secure the DIP and all assets. 
(b) Make informed risk management decisions and focus on mitigating current risk factors 
(c) Ensure interoperability and portability 
(d) Understand total operational and residual risk. 

This approach includes: 
(a) Identifying system and environmental threats and vulnerabilities 
(b) Documenting decisions on the adequacy and maintenance of security controls 
(c) Determining cost implications of enhanced protection 
(d) Accepting residual risk 
(e) Providing continuous monitoring of the system and environment to ensure that controls are performing as required and changes in cloud computing and/or operations do not have an adverse impact on the system.
		DIP						M

		8.1.3		NFR0407		Security		Accountability		Risk Analysis 		The service provider will be responsible for conducting risk management analysis including: 

Risk Assessment: 
(a) Identify and describe each system connecting to the DIP.
(b) Assess threats, vulnerabilities, likelihood of adverse actions, and potential consequences 
(c) Quantify the level(s) of risk based on the assessment 
(d) Develop a set of security controls based on the level(s) of risk 
(e) Document decisions made during the assessment 

Risk Mitigation: 
(a) Evaluate security controls and select those that provide the greatest level of risk reduction at the lowest cost 
(b) Identify appropriate security controls and assign responsibility to those individuals who will implement and maintain those controls 
(c) Implement security controls and document the implementation to provide input to the configuration baseline. 

Evaluation and Assessment: 
(a) The first two activities (risk assessment and risk mitigation) are properly documented and reflected in the system baseline 
(b) Security controls are implemented
		DIP						M

		8.1.4		NFR0408		Security		Accountability		Risk management activities		The service provider will be responsible for conducting risk management analysis activities;
(a) on at least an annual basis;
(b) on any occasion on which it implements a material change to the solution; and
(c) on the occurrence of any Major Security Incident in relation to the solution.
		DIP						M

		8.10.2		NFR0409		Security		Accountability		Position Categorization		The DIP Service Provider shall assign a risk designation to all positions and establish screening criteria for individuals filling those positions. 
a) On an annual basis the DIP Service Provider will review and revise position risk designations on a sampling basis.
		DIP						M

		8.10.3		NFR0410		Security		Integrity		Service Personnel		The DIP Service Provider ensure that
a) Each member of the provider personnel who is authorised to access data held on the provider solution has only the appropriate privileges required to the role performed by that individual and to the data to which he/she is authorised to access; and
b) They review annually the security clearance held by each such individual and ensure that it continues to be appropriate to the role performed by that individual and to the data to which he or she is authorised to access.
		SM						M

		8.10.4		NFR0411		Security		Accountability		Personnel Screening 		The DIP Service Provider shall require that all personnel, where applicable, be subject to the screening process prior to being permitted permanent access to the DIP. 
a) Screening must be performed for operating unit employees, contractors, and any “guests” prior to their being given access to the DIP. 
b) A risk-based, cost-effective approach must be followed to determine the risk of harm to the system in comparison to the opportunity for personnel performing the following functions: 
c) Personnel with security authority, “root” access to systems, or access to software source code who have opportunity to bypass system security control settings – for example, Cloud engineer/system administrator, 
d) System developer, and security program positions (such as ISOs and security managers).
e) User with privileged access to systems who may modify core data stores, users with authority to electronically approve financial transactions, or users with access to personal/Privacy Act/other protected data (e.g., GDPR, other sensitive data etc.) other than their own. 

		DIP						M

		8.10.6		NFR0412		Security		Confidentiality		Access Agreements 		The DIP Service Provider shall complete appropriate access agreements (e.g., nondisclosure agreements, acceptable use agreements, rules of behaviour, conflict-of-interest agreements) for all individuals requiring access to the DIP before authorizing access. 		DIP						M

		8.10.7		NFR0413		Security		Accountability		Third Party Personnel 		The DIP Service Provider shall comply with the personnel security requirements for third-party providers (e.g. contractors, and other organizations providing system development, technology services, outsourced applications, network and security management) and monitor provider compliance to ensure adequate security. 
		DIP						M

		8.10.8		NFR0414		Security		Accountability		Personnel Sanctions		The DIP Service Provider shall comply with the formal sanctions process for personnel failing to comply with established security policies and procedures established by the Service Provider.		DIP						M

		8.11.1		NFR0415		Security		Confidentiality		ISO27001 		The DIP Service Provider shall ensure the DIP is ISO27001 compliant prior to operational running and for the lifetime of the contract.


		DIP						M

		8.11.10		NFR0416		Security		Accountability		Continuous Monitoring 		The DIP Service Provider shall ensure the DIP is continuously monitored for effectiveness and adequacy of system controls in accordance with the Service Provider System Security Plan.
		DIP						M

		8.11.3		NFR0417		Security		Integrity		Security Assessments 		The DIP Service Provider shall perform an assessment, of the security controls within the DIP to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the DIP. The assessment should take place at least annually / after significant changes.


		DIP						M

		8.2.14		NFR0418		Security				External removable media		The DIP Service Provider shall ensure systems are configured not to write data to external removable media.

		8.11.4		NFR0419		Security		Integrity		NCSC Check Assessment (penetration testing)		The DIP Service Provider shall ensure that an organisation which is a NCSC CHECK service provider carries out assessments that are designed to identify any vulnerability of the systems to compromise:
a) In respect of each System, on at least an annual basis;
b) In respect of each new or materially changed component or functionality of the Systems, prior to that component or functionality becoming operational; and
c) On the occurrence of any Major Security Incident in relation to the Systems.
d) Prior to operational running of the DIP

8.11.4.1 External Penetration Test 
The DIP service provider shall ensure the scope of any external penetration test incorporates the exposed external perimeter of the DIP and critical systems connected or accessible to public network infrastructures. The penetration test should assess any unique access to the scope from the public networks, including services that have access restricted to individual external IP addresses. Testing must include both application-layer and network-layer assessments. External penetration tests also include remote access vectors such as dial-up and VPN connections.

8.11.4.2 Internal Penetration Test 
The DIP service provider shall ensure the scope of internal penetration tests incorporates the internal perimeter of the DIP and critical systems from the perspective of the internal network. Testing must include both application-layer and network-layer assessments. 
Testing activities to include attempting to bypass internal access controls intended to prevent unauthorised access or use of systems that store, process, or transmit sensitive data from those that do not. In cases where there is an internal DIP perimeter, the scope of testing will need to consider the DIP perimeter as well as critical systems within and outside of the DIP. 
When access to the DIP is obtained as a result of the testing, the scope of the penetration test may allow the tester to continue exploring inside the network and further the attack against other systems within the DIP, and may also include testing any data-exfiltration prevention (data-loss prevention) controls that are in place. 
In all cases, the scope of internal testing should consider the specific environment and the DIPs risk assessment. 

		DIP						M

		8.11.5		NFR0420		Security		Integrity		Vulnerability Assessment		The DIP Service Provider shall ensure that it carries out assessments that are designed to identify any vulnerability of the Systems to Compromise:
in respect of each System, on at least a 3 monthly basis;
in respect of each new or materially changed component or functionality of the CSS Systems, prior to that component or functionality becoming operational; and
On the occurrence of any Major Security Incident in relation to the Systems.

8.11.5.1 External Vulnerability Assessments
The  DIP service provider shall run external vulnerability scans to identify, rank, and report vulnerabilities that, if exploited, may result in an intentional or unintentional compromise of a system

8.11.5.2 Internal Vulnerability Assessments
The DIP service provider shall run internal ‘authenticated’ vulnerability scans to identify, rank, and report vulnerabilities that, if exploited, may result in an intentional or unintentional compromise of a system

8.11.5.3 Frequency
The DP Service provider shall run scans at least quarterly and where possible continuous scanning.

Vulnerability assessments should aligned to the NCSC guidance 
https://www.ncsc.gov.uk/guidance/vulnerability-management
		DIP						M

		8.11.6		NFR0421		Security		Integrity		Security patching		The DIP Service Provider shall ensure, updates to devices or software to improve security and/or enhance functionality are aligned to a recognised framework such as NIST.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf

		DIP						M

		8.11.7		NFR0422		Security		Integrity		Connectivity to the DIP		The DIP Service Provider shall explicitly authorize all connections to the DIP and monitor/control the interconnections of the DIP on an ongoing basis 

		DIP						M

		8.11.8		NFR0423		Security		Confidentiality		Certification and Accreditation 		The DIP Service Provider shall perform an assessment of the security controls within the DIP to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the DIP. 
a) The assessment should take place at least annually Or
b) After significant changes.		DIP						M

		8.11.9		NFR0424		Security		Accountability		Plan of action (POA) 		The DIP Service Provider shall develop and update, according to the frequency specified in the ISMS, a plan of action (POA) that documents the planned, implemented, and evaluated remedial actions to correct any deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system. 		DIP						M

		8.12.2		NFR0425		Security		Accountability		Security Awareness Training		The DIP Service Provider will provide all users, both employees and contractors, basic security awareness instruction within 30 days of appointment and before granting permanent access to the DIP and
a) Provide all users, both employees and contractors, security awareness instruction on an annual basis. 
b) Security training will present a core set of generic security terms and concepts for all personnel. 
c) Update Awareness Content Frequently
		DIP						M

		8.12.3		NFR0426		Security		Accountability		Security Training and Records		The DIP Service Provider shall identify personnel with significant security roles and responsibilities, document those roles and responsibilities, and provide appropriate security training before authorising access to the DIP and
a) Establish, and, at least bi-annually, execute training plans for these personnel covering the training topics. 
b) Document and monitor individual security training activities, including basic security awareness training and specific security training such as. 
• Secure Authentication
• Identifying Social Engineering Attacks
• Sensitive Data Handling
• Causes of Unintentional Data Exposure
• Identifying and Reporting Incidents
		DIP						M

		8.12.4		NFR0427		Security		Accountability		Lessons Learned 		The DIP Service Provider Shall ensure, where an incident does occur that, lessons are learned as to why it happened and, where appropriate, takes steps to prevent the issue from reoccurring. 
a) The aim should be to address the root cause or to identify systemic problems, rather than to fix a very narrow issue. 
b) For example, to address the organisation's overall patch management process, rather than to just apply a single missing patch.		DIP						M

		8.2.1		NFR0428		Security		Accountability		Data Residency		The DIP Service Provider shall ensure the DIP is hosted, operated and maintained from within the United Kingdom. .		DIP						M

		8.2.10		NFR0429		Security		Integrity		Data retention and removal		The DIP Service Provider shall ensure that in accordance with the Data Retention Policy, any Data no longer required for the purposes of the Authorised Business, is securely deleted in accordance with NCSC guidance.		SM						M

		8.2.11		NFR0430		Security		Accountability		Asset Management		The DIP Service Provider shall ensure that an Information Security Management System shall incorporate a set of asset management procedures which shall make provision for the Service Provider to establish and maintain a register of the physical and information assets on which it relies for the purposes of the Authorised Business (including a record of the member of Personnel who has responsibility for each such asset).		SM						M

		8.2.12		NFR0431		Security		Integrity		Configuration Management		The DIP Service Provider shall ensure they follow a recognised configuration management process consisting of: 
a) Identifying and controlling assets (including a record of the member of Personnel who has responsibility for each such asset).
b) An asset register which defines all DIP resources and information assets along with a maintenance inventory. 
c) Connectivity information (APIs, Policy enforcement device etc.)
d) Equipment type or software release versions 
e) the System is capable of identifying any deviation from its expected configuration; and
i) any such identified deviation is rectified; and
ii) for these purposes maintain at all times an up-to-date list of all hardware, and of all software and firmware versions and patches, which form part of the configuration of the solution.

The DIP Service Provider shall, provide the capability and procedures to control the assets and resources by Initialising, operating, reconfiguring, and shutting down cloud resources from a centralised network management workstation. The functional capabilities include the following (but not limited to): 
a) Bootstrap.
b) Performing software verification checks of resource entities; 
c) Supporting deployment of new software and resources in the DIP
d) Supporting connectivity provisioning; 
e) Providing database administration; and 
f) Maintaining software, and firmware inventory.
		SM						M

		8.2.13		NFR0432		Security		Accountability		Incident response		The DIP Service Provider shall ensure the DIP continues to operate with the ability to detect, analyse, contain, respond to, and recover from events that could have a negative impact on the DIP. Those events, referred to as incidents, include the introduction of malicious code such as Ransomware into the DIP, network-based attacks aimed at denying or degrading the DIP service, and incidents of unauthorized access or unauthorized usage. The DIP Service Provider is responsible for managing the DIP-wide incident reporting and response. Part of that capability is the Security Incident and Advisory function, which provides warnings, analysis, and assistance to Market Participants regarding Cyber incidents. The DIP Service Provider uses the Cyber Security Incident Response plan, to provide the incident detection and response capabilities mentioned above. 

The DIP Service Provider has the ability to gather and analyse data from: 
(a) All DIP resources
(b) Physical/Virtual resources such as (but not limited to), firewalls, API gateways, IPS, switches.
(c) Contracted service providers, such as ISPs, network provider. 
(d) The DIP Service Provider also reports on incidents as outlined in the Cyber Security Plan.

All service contracts, such as one’s between the Service Provider and an ISP, have contract language to ensure: Event data can be exchanged between the service provider and the DIP. Course of action in the event of service disruption or cessation by the provider.		DIP						M

		8.2.2		NFR0433		Security		Accountability		Data Hosting		The service provider shall ensure the datacentres used in the provision of the service shall have a minimum status of a tier 3 standard;		DIP						M

		8.2.3		NFR0434		Security		Confidentiality		Data Environments		The DIP Service Provider shall ensure Production systems shall be separated from those systems used for testing and training.
a) Production data should not be used in non-production environments
b) Non production environments should only be populated with synthetic “test” data.
								M

		8.2.4		NFR0435		Security		Integrity		Data Ownership		The DIP Service Provider shall ensure that data owners must be clearly identified, and be responsible for the security of the data within the system		SM						M

		8.2.5		NFR0436		Security		Accountability		Data Confidentiality and Integrity		The DIP Service Provider shall ensure data confidentiality mechanisms are used to protect sensitive data from inspection by unauthorized entities. The DIP Service Provider shall ensure data is protected using approved FIPS140-2 compliant encryption algorithms for the following: 
a) All data traveling over the Internet or other public network 
b) All sensitive data being processed through the DIP; that should not be viewed by MHHS, Service Providers or third party personnel who have access to the DIP system resources; i.e. Cloud engineers, network operations personnel or system administrators.
c) If sensitive data is being stored, it should be secured with a level of encryption which is aligned to NCSC guidance.

		DIP						M		As above

		8.2.6		NFR0437		Security		Confidentiality		Data at rest		The DIP Service Provider shall ensure all sensitive data being stored, is secured with a level of encryption which is aligned to NCSC guidance.

Archived data should be marked as immutable.
		DIP						M

		8.2.7		NFR0438		Security		Integrity		Data Loss Prevention		The DIP Service Provider shall ensure sufficient data loss protection mechanisms are in-place to ensure the system is capable of detecting any instance of data leaving it by any means (including in particular by network transfers and the use of removable media) without authorisation.
a) Sufficient data protection is required to ensure the system is capable of detecting any instance of data leaving it by any means.
b) Including (but not limited to) network transfers and the use of removable media without authorisation.
		DIP						M

		8.2.8		NFR0439		Security		Confidentiality		NDA for sensitive data		In accordance with the data classification scheme, sensitive Information shared with third parties must be subject to a Non Disclosure Agreement		DIP						M

		8.2.9		NFR0440		Security		Authenticity		Non Repudiation		The service shall provide proof of the origin of messages and of the integrity of message data content.		DIP						M

		8.3.1		NFR0441		Security		Integrity		System and Information Integrity		The DIP Service Provider shall propose a suitable recognised standard such as NIST/CIS to adhere to, and provide rationale for the choice, ensuring all assets are hardened in accordance with the standard and documented in the ISMS.		DIP						M

		8.3.10		NFR0442		Security		Integrity		Detection of deviation from configuration		The DIP Service Provider shall ensure that:
a) The System is capable of identifying any deviation from its expected configuration; and
b) Any such identified deviation is rectified; and
c) An up-to-date list of all hardware, software and firmware versions and patches, which form part of the configuration of the solution is documented in the ISMS.		DIP						M

		8.3.11		NFR0443		Security		Accountability		Alerts and Advisories 		The DIP Service Provider shall receive cyber security alerts/advisories on a regular basis, issue alerts/advisories to appropriate personnel, and take appropriate actions in response. 
a) Must make security alerts and advisories available for all system components of the DIP as needed.
		DIP						M

		8.3.12		NFR0444		Security		Accountability		Security Function Verification		The DIP Service Provider shall document security functionality controls. All information systems must verify the correct operation of security functions, either upon system start-up and restart, upon command by user with appropriate privilege, or at least quarterly; 
(a) All DIP resources must notify the system administrator upon system shutdown or restart when anomalies are discovered. 
(b) Automated mechanisms are used to provide notification of failed security tests. 
(c) Employment of automated mechanisms to support management of distributed security testing. 
		DIP						M

		8.3.13		NFR0445		Security		Integrity		Software and Information Integrity		The DIP Service Provider shall detect and protect against unauthorised changes to software and information. 
a) Enforce explicit rules governing the downloading and installation of external software by users.
b) Application whitelisting software must ensure that only authorised software libraries (such as *.dll, *.ocx, *.so, etc.) are allowed to load into a system process.
c) If the solution detects any such software or such attempt to install or execute software, to ensure that the installation or execution of that software is prevented; and
d) Where any such software has been installed or executed, to take appropriate remedial action. 

		DIP						M

		8.3.14		NFR0446		Security		Integrity		compromise via unused components		The DIP Service Provider shall ensure that each component of the solution is:
(a)enabled only with the functionality that is necessary for it effectively to fulfil its intended role within the solution at that time.
(b) any unused or disabled component or functionality of the solution is incapable of being a means by which that System is Compromised.		DIP						M

		8.3.2		NFR0447		Security		Integrity		System Clock / Time Source		The DIP Service Provider shall ensure all System clocks within the solution shall be connected to a common, reliable and suitable time source.		DIP						M

		8.3.3		NFR0448		Security		Integrity		System Defaults		The DIP Service Provider shall ensure they DO not use vendor supplied defaults and removes all unnecessary accounts before activating the system on the network. This applies to all default passwords, including but not limited to those used by operating systems, software that provides security services, application and systems accounts, SNMP community strings etc.								M

		8.3.4		NFR0449		Security		Integrity		End-Point Protection		The DIP service provider shall ensure that dependent on chosen architectural pattern, the solution shall be designed to protect against malware, ransomware, zero day threats and includes at a minimum: 
a) on-access scanning
b) daily scheduled scan
c) daily signature updates (with critical updates immediately when required)
d) anti-exploitation features such as Data Execution Prevention (DEP) or Address Space Layout Randomization (ASLR) that are available in an operating system or
I.  deploy appropriate toolkits that can be configured to apply protection to a broader set of applications and executables.

DIP service provider personnel that are permitted to gain access to the DIP through the use of remote access must have the appropriate: 
a) Software Firewalls Enabled 
b) Anti-Virus Software Enabled and signatures are up-to-date 
c) Spyware Software Enabled and signatures are up-to-date 


		DIP						M

		8.3.5		NFR0450		Security		Accountability		Backup Protection		Where the DIP Service Provider carries out a backup, they shall ensure that the data which is backed-up:
a) Contains all system data and is automatically backed up on a regular basis.
b) Contains all of the organisation's key systems and are backed up as a complete system, through processes such as imaging, to enable the quick recovery of an entire system.
c) Is protected in accordance with the Information Classification Scheme, including when being transmitted for the purposes of Back-Up; and
d) Is stored on media that are located in physically secure facilities, at least one of which facilities must be in a different location.
		DIP						M

		8.3.5		NFR0451		Security		Accountability		Defect Remediation		The purpose for defect remediation is to efficiently identify and correct defects and share information on defects identified within the Cyber Incident Capability. 

The DIP Service Provider shall:
a) Centrally manage the defect remediation process and install updates automatically without individual user intervention. 
b) Employ automated mechanisms too periodically and, upon command, determine the state of system components with regard to defect remediation.
		DIP						M

		8.3.7		NFR0452		Security		Integrity		Security monitoring tools and techniques 		The DIP Service Provider shall ensure Internet access points have a network-based intrusion detection systems and require all Internet-accessible Cloud computing resources to have an IPS, host-based intrusion detection / prevention in place and functioning and
a) Connect all individual intrusion detection / prevention tools into a system-wide intrusion detection system using common protocols. 
b) Employ automated tools to support near-real-time analysis of events in support of detecting system-level attacks. 
c) Employ automated tools to integrate intrusion detection tools into access control and flow control mechanisms for rapid response to attacks.
d) All security tools are kept up to date.		DIP						M

		8.3.8		NFR0453		Security		Integrity		Protective Monitoring Facilities		The DIP Service Provider shall detect malicious activity affecting, or with the potential to affect, the operation of the DIP even when the activity evades standard signature-based security prevent/detect solutions (or when standard solutions are not deployable) and;

The DIP Service Provider shall ensure,
a) All systems are protectively monitored in accordance with NCSC guidance
b) They fully understand which systems should and should not communicate and when
c) They routinely search for system abnormalities indicative of malicious activity in the DIP and systems supporting the DIP, generating alerts based on the results of such searches.
d) The protective monitoring solution records all system activity (including all attempts to access resources, or Data held, on it) in audit logs;
e) The protective monitoring solution detects any attempt by any person to access resources, or Data held, on it without possessing the authorisation required to do so; and
f) That the incident response capability prevents any such attempt at unauthorised access.
		DIP						M

		8.3.9		NFR0454		Security		Integrity		Detection of Anomalous Activity		The DIP Service Provider shall propose a suitable recognised standard such as the MITRE Att&ck framework to adhere to, and provide rationale for the choice, ensuring all assets are monitored in accordance with the standard and documented in the ISMS and;

The DIP Service Provider shall ensure that the System includes the capability to detect anomalous activity. Using appropriate combinations of static configuration, signature and heuristic-based methods, the system shall monitor:
a) Audit logs of each component of the System;
b) Error messages generated by each device which forms part of the solution;
c) Patterns of traffic over any interfaces
d) Large volumes of supplier switching activity		DIP						M

		8.4.1		NFR0455		Security		Accountability		Information Security Management System		The DIP Service Provider shall provide a plan which describes how the Information Security Management System shall be implemented and operated and:
a) Describes the security requirements for each system.
b) Describes the security controls in place for each system. 
c) Describes the roles and responsibilities of who will review and approve the plan for each system. 
		DIP						M

		6.1		NFR0456		Security		Accountability		Developer Security Testing		The DIP Service Provider shall;
a) Create a security test and evaluation plan. 
b) The security test and evaluation plan must be executed, at a minimum, on an annual basis.
b) prior to operational running
c) The results of the plan need to be used in support of the certification and assurance process.
		DIP						M

		8.4.4		NFR0457		Security		Accountability		Information Security Standards		The DIP Service Provider shall develop, implement and maintain standard (patterns) for each system in the DIP.
a) The DIP Service Provider should be certified to ISO 27001: 2013 (Information Security management); & ISO9001:2015 (Quality Management)

The DIP Service Provider shall ensure that adequate documentation of the DIPs security systems (System Security Plan) and constituent components is available, protected when required, and distributed to authorized personnel. 
a) Document the functional properties of the security controls employed within DIP with sufficient detail to permit analysis and testing of the controls is available.
b) Document the design and implementation details of the security controls with sufficient detail to permit analysis and testing of the controls (including functional interfaces among control components) is available.
 		SM						M

		8.4.3		NFR0458		Security		Accountability		Security Documentation 		The DIP Service Provider shall develop, document and maintain within its ISMS the standards (patterns) for each system in the DIP.

The DIP Service Provider shall ensure that adequate documentation of the DIPs security systems and constituent components is available, protected when required, and distributed to authorized personnel. 
(a) Establish secure configurations for all device types 
(b) Establish secure configurations for all software and databases used in the DIP 
(c) Document the functional properties of the security controls employed within DIP with sufficient detail to permit analysis and testing of the controls is available.
(d) Document the design and implementation details of the security controls with sufficient detail to permit analysis and testing of the controls (including functional interfaces among control components) is available.		DIP						M

		8.4.4		NFR0459		Security		Accountability		Information Security Policy		The DIP Service Provider  shall ensure that an Information Security Management System shall incorporate an information security policy which makes appropriate provision in respect of the establishment and maintenance of an Information Classification Scheme. 		SM						M

		7.1		NFR0460		Security		Accountability		NCSC CAF		The DIP Service Provider shall ensure;

The full set of NCSC CAF Technology objectives identified by the AWG applicable to the solution architecture are followed.		DIP						M

		7.2		NFR0461		Security		Accountability		NCSC Cloud Security Guidance 		The DIP Service Provider shall ensure;
Where the solution architecture is constrained or dependant on cloud components Systems shall be developed in-line with the NCSC Cloud security principles.		DIP						M

		7.10		NFR0462		Security		Accountability		Outsourced Security Services		The DIP Service Provider are to ensure monitoring of security control compliance from outsourced services and the Service Provider shall ensure that third-party providers of security services employ adequate security controls in accordance with: 
a) Directives, policies, regulations, standards, guidance, and established service level agreements.

		DIP						M

		6.2		NFR0464		Security		Integrity		Secure code scanning		The DIP Service Provider shall ensure that they perform secure code scanning reviews as part of the software development life cycle to ensure they are effectively identifying potential issues within the code.		DIP						M

		6		NFR0465		Security		Accountability		Secure Development		System Development Lifecycle means, in relation to any System, the whole of the life of that System from its initial concept to ultimate disposal, including the stages of development, specification, design, build, testing, implementation, maintenance, modification and decommissioning. 

The DIP Service Provider shall ensure, 
a) at each stage of the System Development Lifecycle, have regard to the need to design and operate the solution so as to protect it from being compromised.
b) All code is developed securely in-line with industry best practice regarding secure code development (OWASP, CERT, Microsoft SDL) 
c) Detect security defects early in development via the use of secure code analysis (SAST) / software composition analysis (SCA).
d) Undertake penetration testing of the systems prior to operational running.

		DIP						M

		8.5.10		NFR0466		Security		Confidentiality		Separation of Duties		The DIP Service Provider shall enforce separation of duties through assigned access authorizations when accessing the DIP. 
(a) Groups of information services, users and information systems shall be appropriately segregated on different networks

		DIP						M

		8.5.11		NFR0467		Security		Confidentiality		RBAC / Least Privilege 		The DIP Service Provider shall enforce the most restrictive set of rights/privileges using Role Based Access Controls (RBAC) by users when accessing the DIP.
		DIP						M

		8.5.12		NFR0468		Security		Integrity		Unsuccessful Login Attempts 		The DIP Service Provider shall document in the System Security Plan and enforce a limit of, specified number, consecutive invalid access attempts by a user during an operating specified time period. The system automatically locks the account/node until released by an administrator when the maximum number of unsuccessful attempts is exceeded. 
		DIP						M

		8.5.13		NFR0469		Security		Accountability		System Use Notification		The DIP Service Provider shall display an approved system-use notification message before granting system access informing potential users:
(a) The user is accessing any system in the DIP
(b) System usage may be monitored, recorded, and subject to audit 
(c) Unauthorized use of the system is prohibited and subject to criminal and civil penalties 
(d) Use of the system indicates consent to monitoring and recording. 
(e) System use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and remains on the screen until the user takes explicit actions to log on to the system. 

		DIP						M

		8.5.14		NFR0470		Security		Integrity		Concurrent Session Control 		The DIP Service Provider shall limit the number of concurrent sessions for any user as defined in the System Security Plan.
		DIP						M

		8.5.15		NFR0471		Security		Integrity		Session Lock 		The DIP Service Provider shall prevent further access to the DIP by initiating a session lock that remains in effect until the user re-establishes access using appropriate identification and authentication procedures. 
		DIP						M

		8.5.16		NFR0472		Security		Integrity		Session Termination		The DIP Service Provider shall automatically terminate a session after a period of inactivity specified in the System Security Plan. 
		DIP						M

		8.5.17		NFR0473		Security		Accountability		Supervise and Review		The DIP Service Provider shall supervise and review the activities of users with respect to the enforcement and usage of system access controls. Employ automated mechanisms to facilitate the review of user activities. 
		DIP						M

		8.5.18		NFR0474		Security		Confidentiality		Permitted Actions		The DIP Service Provider shall identify specific user actions that can be performed on the system without identification or authentication. The DIP Service Provider shall permit actions to be performed without identification and authentication only to the extent necessary to accomplish the required task.

		DIP						M

		8.5.19		NFR0475		Security		Integrity		Automated Marking		The DIP Service Provider shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions. 		DIP						M

		8.5.2		NFR0476		Security		Confidentiality		Identification and Authentication 		The DIP Service Provider shall ensure each: 
a) User is uniquely identified and authenticated (or processes acting on behalf of users) on all systems. 
b) User has multi-factor authentication configured and enabled.
c) Device is Identified and Authenticated before establishing a connection.
		DIP						M

		8.5.20		NFR0477		Security		Confidentiality		Remote Access 		The DIP Service Provider shall document, monitor, and control all methods of remote access (e.g., API, VPN) to the DIP including, remote access for privileged functions and;
a) Authorises each remote access method
b) Authorises only the necessary users for each access method. 
c) Automates mechanisms to facilitate the monitoring and control of remote access methods. 
d) Uses encryption to protect the confidentiality of remote access sessions. 
		DIP						M

		8.5.21		NFR0478		Security		Integrity		Secure Device		The DIP Service Provider shall ensure all privileged tasks can only be undertaken from a secure device such as a Jump box or a citrix server which is hardened to allow only authorised services and applications to run		DIP						M

		8.5.22		NFR0479		Security		Integrity		Wireless		The DIP Service Provider shall ensure no wireless technologies are enabled / used within the DIP.
(a) automated mechanisms should be configured to identify wireless networks
b) Any Wireless networks identified must be disabled		DIP						M

		8.5.23		NFR0480		Security		Accountability		Portable and Mobile Devices		The DIP Service Provider shall establish usage restrictions and implementation guidance for portable and mobile devices. Document, monitor, and control device access to the DIP. 

The DIP service Provider shall ensure:
a) Appropriate "Service Provider Personnel" authorise the use of portable and mobile devices.
b) Policies and procedures are created for the protection of portable/mobile devices that may currently or in the future contain potentially sensitive but unclassified data and/or personally identifiable information. 
c) The data that is being stored is encrypted to Protect information residing on portable and mobile devices.

		DIP						M

		8.5.24		NFR0481		Security		Accountability		Personally Owned Systems 		The DIP Service Provider shall prevent the use of personally owned systems.		DIP						M

		8.5.3		NFR0482		Security		Integrity		Management connectivity		The DIP Service Provider shall ensure all connectivity to the DIP for management purposes is secured and authenticated in accordance with NCSC guidelines.
a) Scan all devices remotely logging into the DIP network(s) prior to accessing DIP resources to ensure security policies have been enforced. (Defined in the ISMS for each device.)
(b) All system management access must be over a secure channel.
(c) All system management access requested must use multi factor authentication.
		DIP						M

		8.5.3		NFR0483		Security		Integrity		Service management access / Management requests over authenticated channel		The DIP Service Provider shall ensure that:
(a) All system management access must be over a secure channel.
(b) All system management access requested must use multi factor authentication.		SM						M

		8.5.4		NFR0484		Security		Confidentiality		Manage user identifiers: 		The DIP Service Provider must ensure for each user identifier;
a) The user has been verified by the ESO 
b) The user identifier is issued to the intended party 
c) Identifiers are disabled after a reasonable period of inactivity.
d) Identifiers are archived once notified by the ESO to do so.
		DIP						M

		8.5.5		NFR0486		Security		Integrity		Authentication Management 		The DIP Service Provider shall manage system authenticators (Multi factor authentication) by: 
(a) Defining initial authenticator content 
(b) Establishing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators
(c) Changing default authenticators upon system installation. 
(d) Electronic authentication methods to provide services to citizens must comply with NIST SP 800-63, Electronic Authentication Guideline. 
		DIP						M

		8.5.6		NFR0487		Security		Confidentiality		Encryption 		The DIP Service Provider shall ensure all systems, requiring authentication, that the authentication credentials are encrypted using approved cryptographic technologies that are compliant with FIPS 140-2.

The DIP Service Provider shall ensure only standardised and extensively reviewed encryption algorithms are used.
		DIP						M

		8.5.7		NFR0488		Security		Confidentiality		Public Key Infrastructure (PKI)		The DIP Service Provider shall ensure they develop and implement a certificate service, policy and certification practice statement for the issuance of public-key certificates used in the DIP and ensure certificates are based on the X.509 framework. With separate certificates used in each environment (UAT, Pre Production, Production etc.)

The PKI infrastructure provides: 
a) Public key certificates 
b) Certificate repository 
c) Certificate revocation
d) Key backup and recovery
e) Support for non-repudiation of digital signatures 
f) Automatic update of key pairs and certificates
g) Management of key histories 
h) Support for cross-certification 
i) Client-side software interacting with all of the above in a secure, consistent, and trustworthy manner.


Further detail on the PKI requirements of the DIP can be found in Appendix B – PKI Certificate services

		DIP						M

		8.5.8		NFR0489		Security		Authenticity		Account Management 		The DIP Service Provider shall manage system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts and document the procedures for managing the accounts. 
(a) Employ automated mechanisms to support the management of system accounts. 
(b) Automatically terminate temporary and emergency accounts after a reasonable period as specified by the Service Provider.
(c) Automatically disable inactive accounts after reasonable period as specified by the Service Provider. 
(d) Employ automated mechanisms for the DIP systems account creation, modification, disabling, and termination actions are audited and, as required, appropriate individuals are notified.

Privileged Accounts
The DIP Service Provider shall ensure, 
a) Privileged accounts shall be dedicated to the Systems and must always be allocated to named administrators or systems
b) All privileged access must have multi factor authentication enabled
		DIP						M

		8.5.8		NFR0490		Security		Confidentiality		Account Management / Privileged Accounts		Account Management
The DIP Service Provider shall manage system accounts, including establishing, activating, modifying, reviewing, disabling, expiration date and removing accounts and document the procedures for managing the accounts and
a) Automatically terminate temporary and emergency accounts after a reasonable period as specified by the DIP Service Provider in its ISMS. 
b) Automatically disable inactive accounts after a reasonable period as specified by the DIP Service Provider in its ISMS. 

Privileged Accounts
The DIP Service Provider shall ensure, 
a) Privileged accounts shall be dedicated to the Systems and must always be allocated to named administrators or systems
b) All privileged access must have multi-factor authentication enabled (administrator, audit, assessment accounts)
c) All users with administrative account access use a dedicated or secondary account for elevated activities. This account should only be used for administrative activities and not internet browsing, email, or similar activities.

Consideration should be given to implementing Just In Time (JIT) access for privileged activities.
		SM						M

		8.5.9		NFR0491		Security		Confidentiality		Access Enforcement 		The DIP Service Provider shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.
(a) Access to security functions (deployed in Cloud, software, and firmware) is restricted to authorized personnel (e.g., security administrators). 

		DIP						M

		8.6.2		NFR0492		Security		Accountability		System Management Audit		The DIP Service Provider shall have documented, for each system, which events generate auditable records: 
At a minimum 
a) ensure that the solution records all system activity (including all attempts to access resources, or Data held, on it) in audit logs;
b) ensure that the solution detects any attempt by any person to access resources, or Data held, on it without possessing the authorisation required to do so; and
c) ensure that the solution prevents any such attempt at unauthorised access
d) Compile audit records from multiple components throughout the system into a system-wide (logical or physical), time-correlated audit trail.
e) Manage the selection of events to be audited by individual components of the system. 
f) Periodically review and update the list of system-defined auditable events 
		SM						M

		8.6.3		NFR0493		Security		Integrity		Content of Audit Records		The DIP Service Provider shall have documented, within each systems’ CSP, what the content of each auditable records contains. All Audit records must: 

Capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events. 
(a) Provide the capability to include additional, more detailed in the audit records for audit events identified by type, location, or subject. 
(b) Provide the capability to centrally manage the content of audit records generated by individual components throughout the system.
		DIP						M

		8.6.4		NFR0494		Security		Integrity		Storage Capacity and Retention		The DIP Service Provider shall allocate sufficient audit record storage capacity and configure auditing to prevent such capacity being exceeded. And:
a) All configurations must be documented within the ISMS. 
b) Is consistent with the DIP retention periods to provide support for after-the-fact investigations of security incidents and meet any regulatory retention requirements.
i. Minimum 3 months of audit logs searchable and available immediately.
ii. Minimum 12 months of audit logs archived
		DIP						M

		8.6.5		NFR0495		Security		Integrity		Processing, Monitoring, Analysis, and Reporting		The DIP Service Provider shall ensure,
a) In the event of an audit failure or audit storage capacity being reached, all systems will alert appropriate personnel and take the appropriate actions specified by the ISMS (e.g., shutdown information system, overwrite oldest audit records, stop generating audit records) 
b) They regularly review/analyse audit records for indications of inappropriate or unusual activity, investigate suspicious activity or suspected violations, report findings to appropriate officials, and take necessary actions. 
c) Employ automated mechanisms to integrate audit monitoring, analysis, and reporting into an overall process for investigation and response to suspicious activities. 
d) Employ automated mechanisms to immediately alert security personnel of inappropriate or unusual activities with security implications.
		DIP						M

		8.6.6		NFR0496		Security		Accountability		Reduction and Report Generation		The DIP Service Provider shall provide an audit reduction and report generation capability for each system. 
a) Provide the capability to automatically process audit records for events of interest-based upon selectable, event criteria. 		DIP						M

		8.6.7		NFR0497		Security		Integrity		Date/time Formats   		The DIP Service Provider shall apply a date and timestamp to all interface interactions sent and received. The date and timestamp shall use Coordinated Universal Time (UTC) as defined by International Telecommunications Union Recommendation (ITU-R TF.460-6). See section 8.3.2		DIP						M

		8.6.8		NFR0498		Security		Confidentiality		Protection of Audit Records		The DIP Service Provider shall employ mechanisms that protect system audit information and audit tools from unauthorised access, modification, and deletion. 
a) Audit logs must be tamper-proof, and 
b) the ability to remove sensitive logs should be restricted.
		DIP						M

		8.7.10		NFR0499		Security		Integrity		Network Disconnect		The DIP Service Provider shall terminate a network connection at the end of a session or after a time specified in the DIP system security plan		DIP						M

		8.7.11		NFR0500		Security		Accountability		Cryptography		The DIP Service Provider shall enforce Cryptographic Key Establishment and Management: 
a) Employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management for Cloud resources in the DIP
b) Use Of Validated Cryptography:
i. When cryptography is employed within the DIP, perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules, operating in approved modes of operation. 
c) Use separate certificates and keys in each environment. 		SM						M

		8.7.12		NFR0501		Security		Non-repudiation		Message Signing		The DIP Service Provider shall ensure that where it provides Message Signing capability, that capability is provided so that it can be confirmed, on receipt by the entity to whom it is provided, as:
a) Having been provided by the sender; and
b) Being authentic, such that any tampering to the data would be apparent.
c) Using hashing algorithms that are aligned to NCSC guidance
		DIP, Market participants, E2E						M

		8.7.13		NFR0502		Security		Integrity		Public Access Protections		The DIP service provider shall ensure for publicly available systems they protect the integrity of the information and applications. 		DIP						M

		8.7.14		NFR0503		Security		Confidentiality		Collaborative Computing		The DIP Service Provider shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone). 
		DIP						M

		8.7.2		NFR0504		Security		Accountability		Application partitioning		The DIP Service Provider shall separate user functionality (including user interface services) from the DIP management functionality. 		DIP						M

		8.7.3		NFR0505		Security		Integrity		Security Function Isolation		The DIP Service Provider shall isolate security functions from non-security functions by means of: 
a) Partitions 
b) Domains 
c) Control access and integrity to the security functions of: 
i. Cloud resources 
ii. Software
iii. Firmware 
d) Separate execution domain (e.g., address space) for each executing process.
e) Segmenting the network based on the label or classification level of the information stored on the servers.
f) Locate all sensitive information on separated Virtual Local Area Networks (VLANs) or micro-segmentation. 

		DIP						M

		8.7.4		NFR0506		Security		Integrity		Resource priority		The DIP Service Provider shall limit the use of resources by priority. 		DIP						M

		8.7.5		NFR0507		Security		Integrity		Detecting Unauthorised Connections		The DIP Service Provider shall ensure that the solution:
(a) is capable of detecting any unauthorised connection that has been made to them, and any unauthorised attempt to connect to them, by any other System; and
(b) to ensure that the connection is terminated or the attempted connection prevented (as the case may be).
		DIP						M

		8.7.6		NFR0508		Security		Integrity		Unauthorised network services		The DIP Service Provider shall ensure that the solution:
(a) is capable of identifying any unauthorised or unnecessary network port, protocol, communication, application or network service;
(b) causes or permits to be open at any time only those network ports, and allows only those protocols, which are required at that time for the effective operation of that System, and blocks all network ports and protocols which are not so required; and
causes or permits at any time only the making of such communications and the provision of such applications and network services as are required at that time for the effective operation of that System.
		DIP						M

		8.7.7		NFR0509		Security		Integrity		Boundary Protection		The DIP Service Provider shall monitor and control communications at the external boundary of the DIP and at key internal boundaries within the system. Physically allocate publicly accessible systems components (e.g., public web servers) to separate subnetworks with separate, virtual network interfaces. 
(a) the Systems are capable of detecting and where necessary preventing any unauthorised connection that has been made to them, and any unauthorised attempt to connect to them, by any other System
(b) It has capacity to detect and prevent a DOS (Denial of Service) or DDOS (Distributed denial of Service) attack
(c) It has the means to inspect traffic for malware
(d) All network connections shall be separated from the internet		DIP
SM
Market Participants						M

		8.7.8		NFR0511		Security		Integrity		Transmission Integrity / Data in Transit (TLS 1.2, encryption)		The DIP Service Provider shall protect the integrity of transmitted information. 
a) Employ cryptographic systems to ensure recognition of changes to information during transmission unless otherwise protected by alternative physical measures (e.g., protective distribution systems). 

The DIP Service Provider shall ensure that data in transit over a public network is secured:
a) Using TLS version 1.2 or later 
b) Using encryption algorithms that are aligned to NCSC guidance
		DIP						M

		8.7.9		NFR0512		Security		Confidentiality		Transmission Confidentiality 		The DIP Service Provider shall protect the confidentiality of transmitted information. 
a) Employ cryptographic mechanisms to prevent unauthorised disclosure of information during transmission unless protected by alternative physical measures (e.g., protective distribution systems).
		DIP						M

		8.8.2		NFR0513		Security		Accountability		Contingency Plan		The DIP Service Provider shall develop and implement a contingency plan for the DIP addressing: 
a) Contingency roles 
b) Responsibilities 
c) Assigned individuals with contact information 
d) Activities associated with restoring the system after a disruption or failure. 
e) Designated officials must review and approve the contingency plan and distribute copies of the plan to key contingency personnel. 
		DIP						M

		8.8.3		NFR0514		Security		Accountability		Training		The DIP Service Provider shall ensure personnel having roles relating to contingency planning must be trained in their contingency roles and responsibilities and must be provide refresher training, at a minimum, on an annual basis. This training must: 
a) Incorporate simulated events into contingency training to facilitate effective response by personnel in crisis situations. 
b) Use of automated mechanisms is recommended to provide a more thorough and realistic training environment.
		DIP						M

		8.8.4		NFR0515		Security		Accountability		Testing		The DIP Service Provider shall test the contingency plan, at a minimum, on an annual basis, using unit-defined tests and exercises to determine the plan’s effectiveness and the Service Providers readiness to execute the plan. 
a) Appropriate officials within the DIP service provider will review the contingency plan test results and initiate corrective actions. 

The DIP Service Provider is responsible for: 
a) Related plans (e.g., Business Continuity Plan, Disaster Recovery Plan, Continuity of Operations Plan, Business Recovery Plan, and Incident Response Plan). 
b) Test the contingency plan for the DIP to evaluate the capabilities required to support contingency operations. 
c) The use of automated mechanisms to more thoroughly and effectively test the contingency plan is recommended. 
		DIP						M

		8.8.5		NFR0516		Security		Accountability		Plan updates		The DIP Service Provider shall review their contingency plan, at a minimum, on an annual basis and revise the plan to address: 
a) System/organisational changes 
b) Problems encountered during plan implementation 
c) Execution 
d) Testing		DIP						M

		8.8.6		NFR0517		Security		Accountability		Alternate sites		The DIP Service Provider shall ensure an alternate storage site is used for the storage of the DIP systems backup information.

The DIP Service Provider shall ensure an Alternate processing site is available and can initiate the necessary agreements to permit the resumption of the DIP in a timely manner, as specified by the DIP Service Provider when the primary processing capabilities are unavailable. 
		DIP						M

		8.8.7		NFR0518		Security		Integrity		ISP Services		The DIP Service Provider shall identify primary and alternate ISP services to support connectivity to the DIP and initiate necessary agreements to permit the resumption of DIP in a timely manner, as specified by the operating unit when the primary ISP capabilities are unavailable. 
For the DIP: 
a) Primary and alternate ISP service agreements contain priority-of-service provisions in accordance with the availability requirements. 
b) Alternate ISP services do not share a single point of failure with primary ISP services.
		DIP						M

		8.8.8		NFR0519		Security		Integrity		Backup, Recovery, and Reconstitution		The DIP Service Provider shall ensure: 
That: Backups are carried out and that the Data which is backed up is:
a) protected in accordance with the Information Classification Scheme, including when being transmitted for the purposes of backup; and
b) Located in secure facilities, at least one of which facilities must be in a different location.
c) Test backup information for the DIP, at a minimum, on an annual basis to ensure media reliability and information integrity. 
That: for the DIP systems 
a) Selective use of backup information in the restoration of system functions as part of contingency plan testing. 
b) Backup data is protected in accordance with the Information Classification Scheme, including when being transmitted for the purposes of Backup; and
c) Backup data is stored on media that are located in physically secure facilities, at least one of which facilities must be in a different location.
Conduct System Recovery and Reconstitution: 
a) Employ mechanisms with supporting procedures to allow the system to be recovered and reconstituted to the system’s original state after a disruption or failure.
i. Include a full recovery and reconstitution of the DIP as part of contingency plan testing.		DIP						M

		8.9.2		NFR0520		Security		Accountability		Periodic Maintenance		The DIP Service Provider shall Schedule, perform, and document routine preventative and regular maintenance on the security components of the DIP in accordance with manufacturer or vendor specifications and/or operating unit requirements and;
Maintain a maintenance log for the DIP that includes: 
a) Date and time of maintenance 
b) Name of the individual performing the maintenance 
c) Name of escort, if necessary 
d) Description of the maintenance performed 
e) List of equipment removed or replaced (including identification numbers, if applicable). 

Employ automated mechanisms to ensure that periodic maintenance of the DIP is scheduled and conducted as required, and that a log of maintenance actions, both needed and completed, is up to date, accurate, complete, and available.		DIP						M

		8.9.3		NFR0521		Security		Integrity		Remote Maintenance		The DIP Service Provider shall approve, control, and monitor remotely executed maintenance and diagnostic activities. 
a) Audit all remote maintenance sessions, and appropriate organisational personnel review the audit logs of the remote sessions. 
b) Address the installation and use of remote diagnostic links in the ISMS. 
c) Remote diagnostic or maintenance services are acceptable if performed by the DIP Service Provider and its own systems meet the same level of security as that implemented in the DIP being serviced. 
d) Disable all workstation to workstation communication to limit an attacker's ability to move laterally and compromise neighbouring systems, through technologies such as Private VLANs or micro-segmentation.
		DIP						M

		8.9.4		NFR0522		Security		Accountability		Maintenance Personnel 		The DIP Service Provider shall ensure only authorized personnel are permitted to perform maintenance on the DIP. 
a) A list of personnel authorized to perform maintenance on the system should be maintained and kept up to date		DIP						M

		8.7.6		NFR0527		Security		Integrity		Identification of unauthorised network services		The DIP Service Provider shall ensure that the solution:
(a) is capable of identifying any unauthorised or unnecessary network port, protocol, communication, application or network service;
(b) causes or permits to be open at any time only those network ports, and allows only those protocols, which are required at that time for the effective operation of that System, and blocks all network ports and protocols which are not so required; and
(c) causes or permits at any time only the making of such communications and the provision of such applications and network services as are required at that time for the effective operation of that System.		DIP						M

				NFR0528		Security		Integrity		Incident & Service Request Management Reporting		All incident and security breaches shall be shared with the client		SM						M

		8.10.5		NFR0529		Security		Accountability		Changes in Personnel 		The DIP Service Provider must ensure the following for all personnel:
When employment is terminated the following actions must occur according to the ISMS: 
b) Terminate user system access 
c) Conduct exit interviews
d) Ensure they return all assets in a timely manner. 
e) Appropriate personnel are to be granted access to all official records created by the terminated employee. 
i. Personnel Transfer: 
f) Review systems/access authorisations when individuals are reassigned or transferred to other positions and initiates appropriate actions (e.g., closing old accounts and establishing new accounts; and changing system access authorisations). 


		8.11.10		NFR0530		Security		Integrity		Continuous Monitoring 		The DIP Service Provider shall ensure the DIP is continuously monitored for effectiveness and adequacy of system controls in accordance with the DIP Service Provider ISMS.

		8.12.1		NFR0531		Security		Accountability		Security Awareness and Training Policies		The DIP Service Provider shall ensure they develop, disseminate, periodically review, and update: 
a) Security awareness and training policies that address purpose, scope, roles, responsibilities and compliance 
b) Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls for the DIP.


		8.5.1		NFR0532		Security		Integrity		Identity and Access Control (IDaC)		The DIP Service Provider shall develop, and document within its ISMS, disseminate, and periodically review and update Identification and Authentication policies, procedures, and practices that address: 
• Purpose
• Scope
• Roles 
• Responsibilities 
• Management commitment 
• Coordination among Market Participants
• Compliance

The DIP Service Provider shall document within the ISMS the Authentication controls for all systems within the DIP and ensure;
a) Distinct user IDs that are unique to each user or group for user identification 
b) A user authentication mechanism that is unique to each Market Participant for primary access to all system resources in the DIP.
c) Any associated equipment that relies on passwords as the means to authenticate users must implement effective password management.


		8.8.9		NFR0533		Security		Accountability		Failure Scenarios		The DIP Service Provider shall identify and document in the ISMS the failure scenarios covered by the solution including but not limited to:
a) Failure Type
b) Description
c) Service Impact (RTO) 
d) Action required
e) Mitigation in Place

An example can be found in Appendix C – Failure scenarios


		8.9.5		NFR0534		Security		Accountability		Timely Maintenance		The DIP Service Provider shall ensure maintenance support is in place for all components of the DIP within agreed time frame (SLA) following a failure and

				NFR0523		Security		Confidentiality		Audit Rights		The Client shall have the right to audit any security best practices;		SM						M

				NFR0524		Security		Accountability		availability		The availability of the system should meet business requirements, in terms of the impact of the service being unavailable.		DIP						M

				NFR0525		Security		Integrity		Code Management		The source code for the solution shall be maintained by a code management system 		DIP						M

				NFR0526		Security				Escrow		In the event of insolvency of the organisation maintaining the software solution, the source code shall be recoverable from Escrow.		DIP						M





Drop Downs

		Category		SubCategory

				Performance_Efficiency		Reliability		Maintainability		Usability		Portability		Compatibility		Security

		Performance_Efficiency		Time behaviour		Maturity		Reusability		Appropriateness recognisability 		Adaptability 		Coexistence		Confidentiality

		Reliability		Resource Utilisation		Availability		Analysability		Learnability		Installability		Interoperability		Integrity

		Maintainability		Capacity		Fault Tolerance		Modifiability		Operability		Replaceability				Non-repudiation

		Usability				Recoverability		Testability		User error protection						Accountability

		Portability						Modularity		User interface aesthetics 						Authenticity

		Compatibility								Accessibility

		Security





Security

				Degree to which a product or system protects information and data so that persons or other products or systems have the degree of data access appropriate to their types and levels of authorization.



		Confidentiality		degree to which the system ensures that data are accessible only to those authorized to have access.

		Integrity		degree to which a system, product or component prevents unauthorized access to, or modification of, computer programs or data.

		Non-repudiation		degree to which actions or events can be proven to have taken place, so that the events or actions cannot be repudiated later.

		Accountability		degree to which the actions of an entity can be traced uniquely to the entity.

		Authenticity		degree to which the identity of a subject or resource can be proved to be the one claimed.
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INTRODUCTION 


Market-wide Half Hourly Settlement is a new market model that delivers both settlement period (SP) meter readings 


from smart meters and derives SP level data from meters where only register readings (RR) can be accessed. In 


order to create new technology processes that deliver the required MHHS functionality, architecture principles are 


required in order to ensure any solution is both relevant and applicable. 


The MHHS solution architecture will impact multiple market participants and have consequences for both new and 


existing technology services.  It is therefore a primary concern to ensure that the architecture allows for cost 


effective solutions. 


MHHS architecture principles are defined by the following four characteristics: 


 


 


 


 


  


Name Description


Rationale Implications


Name:  


Must be easy to remember and should 


describe the core essence of the rule.  


Does not mention technology components. 


Description:  


Must succinctly and directly convey the 


fundamental rule. 


Rationale:  


Must highlight the business benefits 


generated by the principle.  May also 


describe its relationship to other principles. 


Implications:  


Defines examples of what is required to 


comply with the principle. 
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ARCHITECTURE PRINCIPLES 


1. Primacy of Principles 


Name Primacy of Architecture Principles 


Architecture Domain Business, Data, Applications, Infrastructure, Security 


Description The architecture principles apply to every aspect of the solution and they also apply to all 


organisations involved in defining, designing and delivering the required solution. 


Rationale The intended quality of the solution can only be guaranteed if the architecture standards 


are applied consistently and within every phase of the overall initiative and/or projects. 


Implications Avoid introduction of inconsistencies over time and by differing stakeholders or groups. 


Each stage of the entire solution lifecycle will be assessed to determine its compliance 


with all architecture principles, standards and guidelines. 


 


2. Business Continuity 


Name Business Continuity 


Architecture Domain Business, Data, Applications, Infrastructure 


Description There must be no interruption to business activities 


Rationale The business must be able to continue their core customer-facing operations regardless 


of unexpected external, internal or technical issues 


Implications Business interruption risks must be managed. 


Recoverability, redundancy and maintenance must be considered at project inception. 


Applications and technology services must be assessed for business criticality. 


 


3. Adopt Best Practices 


Name Adopt Best Practices 


Architecture Domain Data, Applications, Infrastructure 


Description Technology activities must consider, and be aligned with best practices regarding 


technology governance, processing and management 


Rationale Technology projects must deliver progressively better services, to an increasingly higher 


quality and within effective cost controls 


Implications Technology processes must be well understood and meet established goals. 


Costs per technology service must be financially comparable to those in the market. 


Established enterprise architecture must be effectively applied in projects. 
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4. Information Security 


Name Information Security 


Architecture Domain Data, Applications, Infrastructure, Security 


Description Information must be appropriately secured, and this should be considered during project 


inception.  Information security should be measurable by auditing and monitoring 


processes 


Rationale Open information sharing must be balanced with the need to protect the confidentiality, 


integrity and availability (CIA) of the information within the organisation 


Implications Laws and regulations must be complied with. 


There must be method to apply data sensitivity labels to information. 


Security must be planned from project inception. 


The security standards should include the provision of CIA for all information assets. 


Systems must be protected from unauthorized data access and handling. 


 


5. Component Reusability & Simplicity 


Name Component Reusability & Simplicity 


Architecture Domain Applications, Infrastructure 


Description The enterprise architecture is built with modular components that implement reusable 


business services 


Rationale Reusable business services often equate to reusable technology components and this 


lowers operating costs by leveraging existing investment, whilst modularity increases the 


adaptability of the business model (reduce technology footprint). 


Implications Establish reference architectures and patterns that promote reusability and simplicity. 


Identify opportunities for cost saving by reusing existing technology applications or tools 


for multiple business uses. 
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6. Adaptability & Flexibility 


Name Adaptability & Flexibility 


Architecture Domain Data, Applications, Infrastructure 


Description Adaptability and flexibility reduce complexity and promotes integration, resulting in an 


improved efficiency of technology components, and therefore, of business operations 


Rationale Reduces the risk of failure to deliver, or delays and overruns to projects by avoiding 


complex or highly coupled system designs.  Systems and applications will have greater 


durability and lifespan. 


Implications Avoid the excessive costs and reduced adaptability resulting from customizations. 


Allows simplification of the interactions with technology vendors or partners. 


The development of applications based on adaptable components may be sub-optimal in 


the short term but will present an optimization gain over time and should be actively 


encouraged. 


 


7. Technology Interoperability 


Name Technology Interoperability 


Architecture Domain Data, Applications, Infrastructure 


Description Infrastructure and software should follow established standards that promote data, 


application and technology component interoperability 


Rationale Ensure technical coherence, improving the ability to manage technology components, to 


protect investments in technology and to maximize the return on investments. 


Implications Provide interoperability (open/industry) standards to ensure suppliers support and 


facilitate integration across the technology ecosystem. 


Identify and follow industry standard methods of data exchange or functional execution 


of services between applications and systems. 


Identify and document all existing applications and technology platforms. 
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APPENDIX - ARCHITECTURE DOMAINS 


Each architecture principle may be applicable within one or more of the following architecture domains. 


Business Architecture 


The structure and behaviour of a business system (not necessarily related to technology).  Covers business 


functions, capabilities, business processes and their required roles.  The business functions and processes are 


mapped to the business goals and business services they support as well as to the applications and data they need. 


Data Architecture 


Focused on the definition, storage and movement of data that is used by a business and/or its applications.  Data 


definitions can include meta-data (structural, descriptive, etc.).  Data movement can include acquisition, transport 


for internal processing and data publication types. 


Applications Architecture 


The structure and behaviour of solutions used in a business, and how they interact with each other and with 


business users.  Application architecture is shaped by how functionality can be produced and how/where it is can be 


used.  Applications are usually mapped to the business functions they support and the platform and technologies 


they require. 


Infrastructure Architecture 


The structure and behaviour of the technology platform that underpins the applications.  Includes descriptions of 


cloud services or traditional on-premises configurations. Also describes the platform applications that run on them, 


the services they offer to solutions and the protocols and networks that connect the applications and other 


infrastructure resources. 


Security Architecture 


The various design features which protect a system from unauthorised access.  This incorporates many features of 


the other architecture domains (i.e. business, data, applications, and infrastructure). 


 


 


Domain: 
Principle: 


Business 
Architecture 


Data 
Architecture 


Applications 
Architecture 


Infrastructure 
Architecture 


Security 
Architecture 


Business Continuity    


Adopt Best Practices  


Information Security 


Component Reusability & Simplicity 


Adaptability & Flexibility 


Technology Interoperability 


 


Table 1 - Architecture Principles & Domains Matrix 


 






image17.emf
MHHS 002 - AWG  Principles 02 Data Architecture Standards.pdf


MHHS 002 - AWG Principles 02 Data Architecture Standards.pdf


Data Architecture Standards © ELEXON 2021 


 
Page 1 of 5 22 January 2020 


 


MHHS – ARCHITECTURE WORKING GROUP 


DELIVERABLE Data Architecture Standards 


Owner AWG (all members) 


Classification Public 


Review date 28 Jan 2020 


  


 


INTRODUCTION 


Market-wide Half Hourly Settlement is a new market model that delivers both settlement period (SP) meter readings 


from smart meters and derives SP level data from meters where only register readings (RR) can be accessed. In 


order to create new technology processes that deliver the required MHHS functionality, the following documented 


data architecture standards will be applicable within the overall solution. 


 


 


 


  


Models Catalogue


Lineage Governance


Models:  


Data models describe the content and 


organisation of structured data. 


Catalogue:  


A data catalogue describes the meta-data 


and business context of the data content. 


Lineage:  


Data lineage identifies the varying data 


management processes within a network 


of connected or related components 


Governance:  


Data governance provides ownership and 


accountability for data related issues. 
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DATA MODELS 


The following table lists the types of data models will be utilised by the MHHS AWG in order to formalise the solution 


architecture. 


 


Model Type Purpose Usage 


Data Contract Specify logical data 


exchange formats. 


Defines the data items within an interface. 


Also defines any data hierarchy for repeating groups. 


May be used to define machine-readable data formats. 


 


The documentary specification for a data contract should include non-functional attributes 


such as: 


• Expected volumes 


• Expected frequency 


• Special conditions 


The data contract should not specify transport or processing methods as these are design 


specific implementation details. 


Logical Model Specify an intuitive 


storage model 


Defines the data entities, data items and the relationships 


between all data to be stored. 


The logical model may be used at a later stage, to generate 


a physical data model suited to any type storage mechanism. 


 


The logical data model is a relational representation of a data structure, which follows 


industry standard diagrammatic syntax so that the model can be universally understood. 


It should have at a minimum the following features: 


• Model is normalised 


• Have two-way descriptive relationships 


• Identify relationship cardinality and optionality 


A logical model may subsequently be converted to any other physical data model type 


(for example, dimensional, object, key/value, column-family, graph, time series, etc.). 
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DATA CATALOGUE 


The data catalogue (meta-data registry) provides meta-data information concerning the business data of MHHS.   


The following table lists the types of meta-data which the catalogue can provide and the AWG may use one or more 


of these meta-data types for the purposes of specifying the data catalogue for the required data interfaces. 


 


Meta-Data Type Purpose Usage 


Structural Data locations Allows for data discovery. 


 


Data container layouts Promotes data quality and accuracy. 


 


Field level data-types Promotes data quality and accuracy. 


 


Descriptive Business domain context 


 


Promotes correct understanding and 


semantic usage of the data items. 


 


Business rules Promotes correct understanding of the 


transformations that have been applied to 


the data.  Identifies derived values and their 


source elements. 


 


Profile Sample data Facilitates understanding for accurate 


processing of data by consumers. 


 


 Averages and Counts Provides volumetric information to allow 


consumers to understand the resource 


requirements needed to use the data. 


 


 Security attributes 


• Identify if regulatory (GDPR) 


Identities security classifications or 


constraints so the data may be used for 


allowable purposes. 
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DATA LINEAGE 


The following table lists the data lineage items that will contribute to the MHHS AWG solution architecture for data 


exchange. 


 


Lineage Item Purpose 


Originating Source Identify the data owners. 


Specify the original name and types of data items being exchanged. 


The originating source of data within a lineage graph is used in order to: 


• Understand the original format of data prior to any transformation rules 


• Identify the location responsible for data creation 


• Identify the location responsible for remediation of incorrect data 


 


Authoritative Source Identifies the location of data that may be used as the trusted/official source for 


downstream consumers. 


The authoritative source may be a data collection or data aggregation service. 


The authoritative source is required as: 


• Data extract/access may require technical facilities that are more economic 


to centralise 


• Disparate data sources may all be subject to common processes 


• Originating data sources may be resource constrained 


• Many data consumers may more easily access a single data authority 


 


Lineage Graph The transport or transit step for the movement of some data between organisations 


or systems 


Each graph provides: 


• The source to target mapping for a data transport 


• The transformation rules that may be applied to data within or between 


source and target  
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DATA GOVERNANCE 


The principles of data governance will be embedded within the MHHS AWG solution architecture.  The core 


principles which may be included are: 


 


Principle Purpose How 


Accountability Assign roles for ownership and 


transparency of data across all systems 


and interfaces 


Identify points of data storage or data 


transfer and assign the ownership roles and 


responsibilities to be performed at each 


point. 


 


Consistency Formalise how data is organised.  Define 


the contractual obligations and rules for 


data 


Identify any data policies for data 


management and usage: 


• Data handling 


• Data privacy / sharing 


• Data acquisition 


Document the business rules responsible for 


maintaining data integrity/consistency. 


 


Compliance Identity the regulatory regimes within 


which the solution must be within 


compliance 


Meets GDPR. 


Meets NCSC guidelines & principles. 


Data Classification Standards. 
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INTRODUCTION 


Market-wide Half Hourly Settlement is a new market model that delivers both settlement period (SP) meter readings 


from smart meters and derives SP level data from meters where register readings (RR) can be accessed. In order to 


create new technology processes that deliver the required MHHS functionality, security guidelines are required in 


order to ensure any solution meets regulatory, compliance and information security demands. 


 


 


 


 


 


 


 


  


Ofgem


SPaR


Privacy


Classification


CAF
Cloud 


Security 
Guidelines


Ofgem SPaR:  


Security, Privacy and Risk impact 


guidance.  Defines levels of impact against 


types of harm caused by risks. 


Privacy Classification:  


Data should be classified based on its 


security, sensitivity and regulatory 


requirements/constraints. 


CAF:  


The NCSC Cyber Assessment Framework 


contains objectives for holistic cyber 


resilience. 


Cloud Security Guidelines:  


The NCSC cloud security guidelines 


focuses on configuration, deployment and 


secure usage of cloud services. 
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NCSC CAF 


The full set of NCSC CAF Technology objectives are all included in the MHHS AWG although only those that are 


applicable to the solution architecture need to be utilised. 


 


NCSC CAF Objective Category Applicable to AWG Applicable to MHHS 


A.1 Governance Process & People No Yes 


A.2 Risk Management Process No Yes 


A.3 Asset Management Technology & Process Yes Yes 


A.4 Supply Chain Process & People No Yes 


B.1 Service Protection Policies & 


Processes 


Technology Yes Yes 


B.2 Identity & Access Control Technology Yes Yes 


B.3 Data Security Technology  Yes Yes 


B.4 System Security Technology Yes Yes 


B.5 Resilient Networks & Systems Technology Yes Yes 


B.6 Staff Awareness & Training People No Yes 


C.1 Security Monitoring Technology  Yes Yes 


C.2 Proactive Security Event Discovery Technology Yes Yes 


D.1 Response & Recovery Planning Technology, Process, People No Yes 


D.2 Lessons Learned Process & People No Yes 


 


Link to descriptions: 


https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework 


 


 


  



https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework
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NCSC CLOUD SECURITY GUIDANCE 


If the solution architecture is constrained or dependant on cloud components then the following principles should be 


included in the MHHS AWG although only those that are applicable to the solution architecture need to be utilised. 


 


NCSC Cloud Security Principle Applicable to AWG Applicable to MHHS 


1. Data in Transit Protection Yes Yes 


2. Asset Protection & Resilience Yes Yes 


3. Separation between Users Yes Yes 


4. Governance Framework No Yes 


5. Operational Security Yes Yes 


6. Personnel Security No Yes 


7. Secure Development Yes Yes 


8. Supply Chain Security No Yes 


9. Secure User Management Yes Yes 


10. Identity & Authentication Yes Yes 


11. External Interface Protection Yes Yes 


12. Secure Service Administration Yes Yes 


13. Audit Information for Users Yes Yes 


14. Secure Use of Service Yes Yes 


 


Link to descriptions: 


https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-


security-principles 


 


  



https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles

https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles
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PRIVACY CLASSIFICATION 


A register of MHHS data classifications should be reviewed regularly for each organisation that is producing or 


providing data related to MHHS. 


 


Type Category Description 


Information 


Security 


Classification 


Restricted For information that is confidential to a group of individuals. 


 


Confidential For information not Restricted but which should not be shared 


outside of a named process or organisation unit. 


 


Commercial in Confidence For information that may be shared with commercial partners. 


 


Public For all other information. 


 


GDPR PII  


(personally identifying 


information) 


As defined by the UK DPA 2018 and GDPR, all PII data items 


shall be classified as: 


• Restricted 


• Confidential 


• Commercial in Confidence 


 


Each data item must be identified and/or tagged (i.e. within a 


catalogue) to indicate it falls within the definition of PII. 


 


 


Note: Please refer to the Information Commissioners Office for the definition of PII classification. 


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-


gdpr/key-definitions/what-is-personal-data/ 


 


Note: Privacy Classification as a security guideline meets the existing NSCS objectives: 


• CAF B.3a – Data Security 


• Cloud Security Principle 2 – Asset Protection and Resilience 


 


  



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
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SECURITY, PRIVACY AND RISK IMPACT GUIDANCE 


 


SPaR is a framework recommended by Ofgem. Each architectural component that describes data in transit and data 


at rest should be assessed to determine which of the following Impact Types are applicable and then in addition, to 
what risk level. 


 


Impact 


Type 


Risk Impact Levels: Applicable to 


MHHS AWG? 


Public 


Confidence 


1: Likely to reduce an individual citizen’s perception of that service Yes 


2: Likely to reduce the perception of that service by many citizens Yes 


3: Likely to result in undermined confidence in the service provider generally Yes 


4: Likely to result in undermined confidence in the service at a national level No 


5: May lead to a loss of public trust in the service severe enough to cause a noticeable drop 


in citizens using DGE services through mistrust, with consequent risk to life 


No 


6: May lead to a loss of public trust in the service severe enough to cause a noticeable drop 


in citizens using DGE services through mistrust, with consequent risk to life 


No 


Public 


Privacy 


1: Loss of control of a citizen’s personal contact information No 


2: Loss of control of a citizen’s personal identifiable data Yes 


3: Loss of control of a citizen’s personal data Yes 


4: Loss of control of a large group of citizens’ personal data Yes 


5: Loss of control of citizens’ personal data nationally Yes 


6: Complete loss of control of citizens’ personal data No 


Public 


Finance 


1: Minor loss of money for an individual, no more than an individual annoyance Yes 


2: Major financial loss for an individual, but not involving any financial hardship, or minor 


loss for a small group of individuals 


Yes 


3: Significant loss of income for an individual, such that it has a short-term impact on the 


individual’s way of life or causes some financial hardship 


No 


4: Significant loss of income for a group of individuals that causes financial hardship. 


Financially devastating for an individual for example personal bankruptcy and home 


repossession 


No 


5: Financially devastating for a large group of individuals for example wide spread personal 


bankruptcy and repossession of homes 


No 


6: Financial impacts are wide spread to the extent that major long-term damage is caused 


to the UK economy 


No 


Industry 


Credibility 


1: Likely to reduce an individual company’s perception of a specific service provided Yes 


2: Likely to reduce the perception of a specific service by several companies Yes 


3: Likely to result in undermined confidence in the provided services generally Yes 


4: Likely to result in undermined confidence in the service at a national level with some 


impact on market performance 


No 
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5: May lead to a loss of industry sector trust in the service severe enough to cause a 


noticeable drop in industry engagement through mistrust in the regulator. Limited impact on 


energy market performance 


No 


6: May lead to a complete breakdown in industry sector trust, consequent widespread loss 


of engagement with the Regulator with a critical impact on energy market performance 


No 


Industry 


Health 


1: None No 


2: Undermine the financial viability of a number of UK small businesses No 


3: Undermine the financial viability of a minor UK-based or UK-owned organisation No 


4: Undermine the financial viability of a major UK-based or UK-owned organisation No 


5: Material damage to international trade or commerce, directly and noticeably reducing 


economic growth in the UK 


No 


6: Major, long term damage to global trade or commerce, leading to prolonged recession or 


hyperinflation in the UK 


No 


Industry 


Finance 


1: Minor financial loss to a business (typically up to £100) Yes 


2: Significant financial loss to a business No 


3: Severe financial loss to any individual such as unemployment or loss of a small UK 


business 


No 


4: Devastating financial loss for an individual, or severe economic loss leading to loss of a 


large company or employer or a number of small businesses 


No 


5: Material financial loss to the UK economy, leading to loss of a number of large 


organisation or severe damage to entire market sectors 


No 


6: Extensive financial losses across the economy leading to significant long-term damage to 


the UK, such as wide spread unemployment and recession 


No 


National 


Security 


1: Local outages causing disruption for a few hours 


 


No 


2: Local outage causing disruption for up to 12 hours. Inconvenience or cause discomfort to 


an individual 


No 


3: Loss of power in a region causing disruption for up to 24 hours. Risk to an individual’s 


personal safety or liberty 


No 


4: Loss of power in a region causing disruption for up to a week. Risk to a group of 


individuals safety or liberty 


No 


5: Loss of power in a region causing disruption for more than 1 week. Threaten life directly 


leading to limited loss of life 


No 


6: Loss of power nationally affecting the whole of the UK for more than 1 week. Lead 


directly to widespread loss of life 


No 


Government 


Reputation 


1: Minimal negative impact Yes 


2: Little chance of any repercussions for the Department. Low-level specialist press coverage Yes 


3: Short-term repercussions for the Department, minor parliamentary scrutiny. A few days 


of national and specialist press coverage 


No 
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4: Longer-term repercussions for the Department, prolonged parliamentary scrutiny by a 


select committee. Persistent national and specialist press coverage, taking many months to 


restore credibility with stakeholders. Departmental funding is reviewed as a result 


No 


5: The Department’s reputation is irreparably damaged with a significant Government 


response required. Persistent national and specialist press coverage generating international 


interest. Continued mistrust and lack of confidence. Low morale amongst Departmental staff 


leading to longer term recruitment and retention issues. Departmental funding is cutback 


No 


6: The Department’s reputation is irreparably damaged with a significant Government 


response required at home and abroad. Widespread condemnation from all press outlets, 


the public and Government ministers. Departmental minister is forced to resign and a public 


enquiry is ordered. Departmental funding is severely reduced leading to restructuring and 


job cuts 


No 


Government 


Finance 


1: Loss to Public Sector of up to £10,000 No 


2: Loss to Public Sector of up to £1million No 


3: Loss to HMG/Public Sector of £millions No 


4: Loss to HMG/ Public Sector of £10s millions, up to £100m No 


5: Short term material damage to national finances or economic interests (to an estimated 


total of £100m to £10bn) 


No 


6: Major, long term damage to the UK economy (to an estimated total in excess of £10bn) No 
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